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CHAPTER 1 INTRODUCTION

The ZigBee Cluster Library is made of individual chapters such as this one. See Document Control in the
ZigBee Cluster Library for a list of all chapters and documents. References between chapters are made using
a X.Y notation where X is the chapter and Y is the sub-section within that chapter. References to external
documents are contained in Chapter 1 and are made using [Rn] notation.

1.1 Scope and Purpose

This document specifies the ZigBee Cluster Library (ZCL). The ZCL is a repository for cluster functionality
that is developed by the ZigBee Alliance, and, as a consequence, it will be a working library with regular
updates as new functionality is added.

A developer constructing a new application should use the ZCL to find relevant cluster functionality that can
be incorporated into the new application. Correspondingly, new clusters that are defined for applications
should be considered for inclusion in the ZCL.

The ZCL consists of the ZCL Foundation, a set of elements that apply across the entire library (such as frame
structures, attribute access commands and data types), and a number of sets of clusters. Clusters that are
generally useful across many application domains are included in the General set. Clusters that are intended
for use mainly in specific application domains are grouped together in domain oriented sets.

1.2 Acronyms and Abbreviations

Table 1-1. Acronyms and Abbreviations

Acronym Definition

Acc Access

ACE Ancillary Control Equipment

AES Advanced Encryption Standard

AlB Application support sub-layer Information Base
AMI Advanced Metering Infrastructure or Advanced Metering Initiative
AP Access Point

APS Application support Sub-layer

BPL Broadband over Power Lines

CA Certificate Authority

CBA Commercial Building Automation

CBKE Certificate-based Key Establishment

CIE Control and Indicating Equipment

CT Commissioning Tool

Def Default

ECDSA Elliptic Curve Digital Signature Algorithm
ECMQV Elliptic Curve Menezes-Qu-Vanstone
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Acronym Definition
EFT Electronic Funds Transfer
EMS Energy Management System
EOF End Of File
EPID Extended PAN Identifier
ESI Energy Service Interface
ESP Energy Service Portal
EUI64 Extended Universal Identifier-64
GPRS General Packet Radio Service
HA Home Automation (Application Profile)
HAN Home Area Network
HVAC Heating, Ventilation, Air Conditioning
IAS Intruder Alarm System
ID Information delivery
ID Identifier (or 1d)
IHD In-Home Display
IN Information node
IPD In-Premises Display (Same as IHD) or Inter-PAN Device
IVR Interactive VVoice Response
M Mandatory
M/O Mandatory or Optional
MAC Medium Access Control (referring to protocol stack sublayer)
MAC Message Authentication Code (referring to cryptographic operation)
MAC PIB Medium Access Control sub-layer PAN Information Base
m-commerce Mobile commerce
MRD Market Requirements Document
MT Mobile Terminal
NAN Neighborhood Area Network
NIB Network layer Information Base
NWK Network layer
0] Optional
OTA Over the Air
P Mandates that an attribute is reportable
P2P Peer to Peer
PAN Personal Area Network

Page 1-2
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Acronym Definition
PCT Programmable Communicating Thermostat
PD Payment Device
PHHC Personal Home and hospital Health Care
PID PAN Identifier
PIR Pyroelectric Infra-Red (a type of motion detection sensor)
PKKE Public Key Key Establishment
POS Point of Sales
R Readable (Read) or Read only if not also designated as Writable (W)
R*W Readable and optionally writable
RAN RSSI Anchor Node
RFD Reduced Functionality Device
RLG RSSI Location Gateway
RLN RSSI Location node
RSSI Received Signal Strength Indication
R/W Readable and Writable (same as RW)
s Manda_ltes that an attribute is part of a scene, if the Scene cluster is on the same
endpoint
SAS Startup Attribute Set
SE Smart Energy (Application Profile)
SED Sleepy End Device is a ZigBee End Device with rxOnWhenldle set to FALSE
SKKE Symmetric Key Key Exchange
TC Trust Center
TOU Time of Use
TRD Technical Requirements Document
UKE Unprotected Key Establishment
UTF-8 8-bit Unicode Transformation Format
w Writable (Write) or Write only if not also designated as Readable
WD Warning Device
ZCL ZigBee Cluster Library
ZCLn A revision of the ZCL. For example: ZCLS6 is the ZigBee Cluster Library revision 6
ZDO ZigBee Device Object
ZDP ZigBee Device Profile
ZED ZigBee End Device (equivalent to IEEE’s RFD — Reduced Functionality Device)
ZR ZigBee Router (equivalent to IEEE’s FFD — Full Functionality Device)
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1.3 Definitions

Many of these terms are described in more detail in the core stack specification [Z1], or the Application
Architecture specification [Z5].

Application Cluster: An application cluster generates persistent functional application transactions between
client and server.

Attribute: A data entity which represents a physical quantity or state. This data is communicated to other
devices using commands.

Binding: A persistent mapping of a local cluster instance to one or more corresponding remote cluster in-
stances. A binding can be broadcast, groupcast, or unicast. A unicast binding includes an address (IEEE or
network) and endpoint.

Cluster: A cluster is a specification defining one or more attributes, commands, behaviors and dependencies,
that supports an independent utility or application function. The term may also be used for an implementation
or instance of such a specification on an endpoint.

Cluster identifier: The cluster identifier is a 16-bit number that maps to (identifies) a single cluster speci-
fication. More than one cluster identifier may map to a cluster specification, each defining a different scope
and purpose. Cluster identifiers are designated as inputs or outputs in the simple descriptor for use in creating
a binding table.

Client: A cluster interface which is listed in the output cluster list of the simple descriptor on an endpoint.
Typically this interface sends commands that manipulate the attributes on the corresponding server cluster. A
client cluster communicates with a corresponding remote server cluster with the same cluster identifier.

Corresponding cluster: The opposite side of a cluster (client to a server, or server to a client).

Device: A specification which defines a unique device identifier and a set of mandatory and optional
clusters to be implemented on a single endpoint. The term may also be used for an implementation or instance
of the device specification on an endpoint.

Node: A ZigBee node (or node) is a single testable implementation of a ZigBee application on a single
ZigBee stack, with a single network address, on a single network.

Product: A product is a node that is intended to be marketed.

Server: A cluster interface which is listed in the input cluster list of the simple descriptor on an endpoint.
Typically this interface supports all or most of the attributes of the cluster. A server cluster communicates
with a corresponding remote client cluster with the same cluster identifier.

Service discovery: The ability of a device to locate services of interest.
Sleepy End Device: A ZigBee End Device with rxOnWhenldle set to FALSE.

Utility Cluster: A utility cluster is not part of the application function of the product. It may be used for
commissioning, configuration, discovery, addressing, diagnostics, etc.

Type 1 Cluster: A type 1 cluster’s primary function is to initiate transactions from the client to the server.
Type 2 Cluster: A type 2 cluster’s primary function is to initiate transactions from the server to the client.
ZigBee Coordinator: An IEEE 802.15.4-2003 PAN coordinator.

ZigBee End Device: an IEEE 802.15.4-2003 RFD or FFD participating in a ZigBee network, which is
neither the ZigBee coordinator nor a ZigBee router.

ZigBee Router: an IEEE 802.15.4-2003 FFD participating in a ZigBee network, which is not the ZigBee
coordinator but may act as an IEEE 802.15.4-2003 coordinator within its personal operating space, that is
capable of routing messages between devices and supporting associations.
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1.4 Conformance Levels

Expected: A key word used to describe the behavior of the hardware or software in the design models as-
sumed by this Draft. Other hardware and software design models may also be implemented.

May: A key word that indicates flexibility of choice with no implied preference.

Shall: A key word indicating a mandatory requirement. Designers are required to implement all such
mandatory requirements.

Should: A key word indicating flexibility of choice with a strongly preferred alternative. Equivalent to the
phrase is recommended.

1.5 References

The following standards and specifications contain provisions, which through reference in this document
constitute provisions of this specification. All the standards and specifications listed are normative refer-
ences. At the time of publication, the editions indicated were valid. All standards and specifications are
subject to revision, and parties to agreements based on this specification are encouraged to investigate the
possibility of applying the most recent editions of the standards and specifications indicated below.

1.5.1 ZigBee Alliance Documents
[Z1] ZigBee 053474, ZigBee Specification

[22] ZigBee 064321, ZigBee Stack Profile

[23] ZigBee 074855, ZigBee PRO Stack Profile

[z4] ZigBee 08006, ZigBee-2007 Layer PICs and Stack Profiles
[25] ZigBee 130589, Application Architecture

[z6] ZigBee 130402, Base Device Behavior Specification

[Z7] ZigBee 053298, Profile Identifier Database

[Z8] ZigBee 106050, ZigBee Device internetworking, list of Device IDs
[Z9] ZigBee 075356, Smart Energy Profile Specification

[210] ZigBee 03084, ZigBee Key Establishment Proposal

[Z11] ZigBee 095343, Installation Code Sample Source Code

1.5.2 International Standards Documents

[11] CIE 1931 Color Space. Commission Internationale de I'Eclairage Proceedings. Cambridge Uni-
versity Press, Cambridge

[12] ISO 7816 International Standard for Electronic Identification Cards with Contacts (Smart Cards)

1.5.3 National Standards Documents
[N1]  EN 50131 European Standards Series for Intruder Alarm Systems

[N2]  BSI British Standards, document BS EN 50523-2:2009, “Household Appliances interworking — Part
2: Data Structures”. July 2009

[N3]  NIST Special Publication 800-38C, Recommendation for Block Cipher Modes of Operation: CCM
Mode for Authentication and Confidentiality, May 2004

Copyright © 2007-2016, The ZigBee Alliance. All rights reserved. Page 1-5



Chapter 1 ZigBee Cluster Library Specification
Introduction ZigBee Document — 075123

[N4]  FIPS Pub 197, Advanced Encryption Standard (AES), Processing Standards Publication 197, US
Department of Commerce/NIST Springfield, Virginia, November 26, 2001

[N5]  FIPS Pub 198, The Keyed-Hash Message Authentication Code (HMAC), Federal Information,
Processing Standards Publication 198, US Department of Commerce/NIST Springfield, Virginia,
March 6, 2002

1.5.4 IEEE Documents

[E1] IEEE Standards 802, Part 15.4: Wireless Medium Access Control (MAC) and Physical Layer
(PHY) specifications for Low Rate Wireless Personal Area Networks (LR-WPANS), IEEE, October
2003.

[E2] IEEE 754-1985, IEEE Standard for Binary Floating-Point Arithmetic, IEEE, 1985.

1.5.5 ASHRAE Documents

[A1] ASHRAE 135-2004 standard, Data Communication Protocol for Building Automation and Control
Networks

1.5.6 Health Care Documents

[H1] ISO/IEEE 11073-20601: Health Informatics - Personal Health Device Communication - Applica-
tion Profile - Optimized Exchange Protocol - version 1.0 or later.

[H2] ISO/IEEE P11073-10404, Health informatics — Personal health device communication — Device
specialization — Pulse oximeter.

[H3] ISO/IEEE P11073-10407, Health informatics — Personal health device communication — Device
specialization — Blood pressure monitor.

[H4]  ISO/IEEE P11073-10408, Health informatics — Personal health device communication — Device
specialization — Thermometer.

[H5] ISO/IEEE P11073-10415, Health informatics — Personal health device communication — Device
specialization — Weighing scale.

[H6] ISO/IEEE P11073-10417, Health informatics — Personal health device communication — Device
specialization — Glucose meter.

[H7] ISO/IEEE P11073-10419, Health informatics — Personal health device communication — Device
specialization — Insulin Pump

[H8] ISO/IEEE P11073-10421, Health informatics — Personal health device communication — Device
specialization — Peak Expiratory Flow Monitor

[HI] ISO/IEEE P11073-10441, Health informatics — Personal health device communication — Device
specialization — Cardiovascular Fitness and Activity Monitor.

[H10] ISO/IEEE P11073-10442, Health informatics — Personal health device communication — Device
specialization — Strength Fitness Equipment.

[H11] ISO/IEEE P11073-10471, Health informatics — Personal health device communication — Device
specialization — Independent living activity hub.

[H12] ISO/IEEE P11073-10472, Health informatics — Personal health device communication — Device
specialization — Medication Monitor.
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1.5.7 Other Documents

[O1]  Standards for Efficient Cryptography: SEC 1 (working draft) ver 1.7: Elliptic Curve Cryptography,
Certicom Research, www.secg.org, November 13, 2006

[02]  Standards for Efficient Cryptography: SEC 4 (draft) ver 1.0: Elliptic Curve Cryptography, Certicom
Research, www.secg.org, January 24, 2013

[03] RFC 3280: Internet X.509 Public Key Infrastructure: Certificate and Certificate Revocation List
(CRL) Profile, IETF, www.ietf.org, April 2002

1.6 Conventions

The following conventions are used in this document.

1.6.1 Enumerations and Reserved Values

Each undefined value or range of an enumeration, field, or identifier SHALL be considered reserved for
future revisions of this standard and SHALL not be available for implementation.

Each value or range of an enumeration, field, or identifier that is available for non-standard implementation

2

SHALL be described as “manufacturer Specific”, “vendor specific”, “ms”, or “MS”.

Each value or range of an enumeration, field, or identifier that is available for other parts of this standard
SHALL be described as such.

Each value or range of an enumeration, field, or identifier that is obsolete, and not available for implemen-
tation, SHALL be described as “Obsolete”.

1.6.2 Reserved Bit Fields

Each full or partial data field (e.g., message data field), of any bit length, that is undefined, SHALL be con-
sidered reserved for future revisions of this standard and SHALL not be available for implementation.

Please see Section 2.6 (Transmission and Reception) regarding rules for setting and interpreting reserved
fields.

1.6.3 Number Format

In this specification hexadecimal numbers are prefixed with the designation “0x” and binary numbers are
prefixed with the designation “0b”. All other numbers are assumed to be decimal unless indicated otherwise
within the associated text.

Binary numbers are specified as successive groups of 4 bits, separated by a space (“ ©) character from the
most significant bit (next to the Ob prefix and left most on the page) to the least significant bit (rightmost on
the page), e.g. the binary number 0b0000 1111 represents the decimal number 15. Where individual bits are
indicated (e.g. bit 3) the bit numbers are relative to the least significant bit (i.e. bit 0).

When a bit is specified as having a value of either 0 or 1 it is specified with an “x”, e.g. “0b0000 0xxx”
indicates that the lower 3 bits can take any value but the upper 5 bits must each be set to 0.
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CHAPTER 2 FOUNDATION

The ZigBee Cluster Library is made of individual chapters such as this one. See Document Control in the
ZigBee Cluster Library for a list of all chapters and documents. References between chapters are made using
a X.Y notation where X is the chapter and Y is the sub-section within that chapter. References to external
documents are contained in Chapter 1 and are made using [Rn] notation.

2.1 Scope and Purpose

This chapter provides an entry point into the documentation for the ZigBee cluster library (ZCL), and spec-
ifies the elements that are general across the entire library.

The ZCL frame structure is specified along with ZCL wide commands used to manipulate attributes from all
the clusters defined throughout the ZCL. In addition, a set of data types is defined that can be used to rep-
resent attributes and a common set of status values returned by commands throughout the ZCL.

An overview is included which lists all the domains specified in the ZCL and the clusters contained therein.

2.2 Cluster Library Overview

The ZigBee Cluster Library (ZCL) is intended to act as a repository for cluster functionality that is developed
by ZigBee and, as a consequence, it will be a working library with regular updates as new functionality is
added. A developer constructing a new application SHOULD use the ZCL to find relevant cluster function-
ality that can be incorporated into the new application so as not to “re-invent the wheel”. This also allows
applications to be developed with more of an object oriented style approach.

2.2.1 Architecture Model

Each cluster specification in this document defines an independent functional entity. Each cluster specifica-
tion is agnostic with regard to functions beyond its purpose and scope, including overall requirements of the
application or device. An application cluster SHOULD have no dependencies outside its application domain.
A utility cluster MAY provide an interface to other layers (e.g. Groups cluster for group addressing).

Please see [Z5], ZigBee Application Architecture for more details.

2.2.1.1 Cluster Identifier

A cluster identifier SHALL map to a single cluster specification. A cluster identifier also defines the purpose
of a cluster instance. More than one cluster identifier, each with a unique purpose, MAY map to a single more
abstract cluster specification. For example: A Concentration Measurement cluster specification MAY be
quite abstract, but have many mapped cluster identifiers each with a more concrete purpose, such as CO,
measurement in air, by volume.

Please see [Z5], ZigBee Application Architecture for more details.

2.2.1.2 Extensibility Model

A cluster specification MAY be derived from a base cluster specification. A derived cluster specification
SHALL add specific requirements (attributes, commands, behavior, dependencies, etc) to the base specifi-
cation. A derived specification MAY reduce optionality by limiting the optional requirements from the base
specification.
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All new attribute and command definitions for the derived cluster SHALL be specified in the base cluster
specification as optional, so as to maintain, in one specification, the identifier name space and communica-
tion behavior. Other behavior and dependencies that are specific to the derived cluster MAY also be specified
in the base cluster, if it is deemed reusable by future derived clusters.

A derived cluster specification SHALL have the same mandatory requirements as the base cluster specifi-
cation. A derived specification MAY have mandatory requirements that are optional in the base specification.

A derived cluster specification defines its own revision (ClusterRevision attribute) that is independent of the
base specification.

When considering the addition of one or more clusters to this specification, one SHALL explore the possi-
bility of either deriving a cluster from an existing cluster, or creating a base cluster to map or derive new and
existing cluster identifiers. This allows the reuse of approved and validated specifications and test plans.

Please see [Z5], ZigBee Application Architecture for more details.

2.2.2 Client/Server Model

Throughout the ZCL, a client/server model is employed. This model is illustrated in Figure 2-1.
Figure 2-1. The ZCL Client Server Model

Any device Any device
) )
C Cluster binding S
N ) VR

C | =ClientCluster | S | = Server Cluster

Note: Device names are examples for flustration purposes only

A cluster is a related collection of commands and attributes, which together define an interface to specific
functionality. Typically, the entity that stores the attributes of a cluster is referred to as the server of that
cluster and an entity that affects or manipulates those attributes is referred to as the client of that cluster.
However, if required, attributes MAY also be present on the client of a cluster.

Commands that allow devices to manipulate attributes, e.g., in this document the read attribute (see 2.5.1) or
write attribute (see 2.5.3) commands, are (typically) sent from a client device and received by the server
device. Any response to those commands, e.g., in this document the read attribute response (see 2.5.2) or the
write attribute response (see 2.5.5 commands), are sent from the server device and received by the client
device.

Conversely, the command that facilitates dynamic attribute reporting, i.e., the report attribute command (see
2.5.11) is (typically) sent from the server device (as typically this is where the attribute data itself is stored)
and sent to the client device that has been bound to the server device.

A type 1 cluster’s primary function is to initiate transactions from the client to the server. For example: An
On/Off client sends commands (data) to the On/Off server. A type 2 cluster’s primary function is to initiate
transactions from the server to the client. For example: A Temperature Measurement server reports to the
Temperature Measurement client. Please see [Z5], ZigBee Application Architecture for more details.

The clusters supported by an application are identified through the simple descriptor (see [Z1]), specified on
each active endpoint of a device. In the simple descriptor, the application input cluster list SHALL contain
the list of server clusters supported on the device and the application output cluster list SHALL contain the
list of client clusters supported on the device.
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If an endpoint supports multiple server cluster identifiers that are derived or support the same base cluster
specification, then all such cluster identifiers SHALL represent a single implementation and operate as a
single entity or instance.

2.3 Functional Description

Global requirements for all clusters and commands are described here.

2.3.1 Transmission
ZCL frames are transmitted via the APS sub-layer by issuing the APSDE-DATA.request primitive.

All sub-fields of ZCL frames, including individual bits, that are unspecified, or specified as reserved, SHALL
be set to zero for transmission. This applies to all ZCL frames, including cluster-specific frames. Similarly all
reserved or unspecified bits of attributes of data type class Bitmap SHALL be set to zero for transmission.

2.3.2 Reception

ZCL frames are received via the APS sub-layer by the reception of the APSDE-DATA.indication primitive.

On receipt of a command (including both general and cluster-specific commands) the device SHALL attempt
to parse and execute the command. During the parsing process for a non-manufacturer-specific command, it
SHALL ignore all reserved sub-fields of the ZCL frame, including individual reserved bits.

Note that, if any of these sub-fields are not set to zero, this MAY indicate that the format or interpretation of
the frame has been updated. However, it is the responsibility of the specifier of such an updated format that it
be backward compatible, i.e., any new format will result in the same functionality as before when parsed by a
device that supports the previous version of the cluster. Any additional octets found appended to the frame
SHALL also be ignored, as these MAY be added as part of such an updated frame format.

If the command is manufacturer-specific, handling of reserved sub-fields is determined by the manufacturer.

If required, the device SHALL then generate a response to the command. Responses are detailed in the
specification of each command. If there is no response specified for a particular set of circumstances, (e.g., if
the command has been rejected or is not recognized, or the command has succeeded but there is no response
specified to indicate success), the Default Response command SHALL be generated, taking into account the
conditions in 2.5.12.2. The status code returned by the Default Response command SHALL be one of the
status enumerations listed in Table 2-11.

2.3.2.1 Broadcast Endpoint
The device processing a ZCL message sent to the broadcast endpoint (0xff) SHALL®:

1. only deliver a copy of the message to the endpoints supporting the cluster indicated in the APS Head-
er.

2. follow the Default Response command behavior described in section 2.5.12.2 (no response for
non-unicast messages).

3. not generate error response messages, except when required by the Default Response command be-
havior.

' CCB 1444
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2.3.2.2 Broadcast Endpoint Recommendations
Broadcast Endpoint Behavior Recommendations for Avoiding Network Congestion:
1. A device SHOULD NOT send a broadcast message to the broadcast endpoint where a response is ex-

pected from every active endpoint. Itis recommended to use discovery to determine the specific endpoint(s)
per device and then send individual messages that target those specific endpoints.

2. A device processing a ZCL message sent to the broadcast endpoint SHOULD jitter messages that are
sent in response, especially when the nature of the message is such that it generates many responses (i.e.
synchronization message).

NOTE: Multicast group messages do not include an endpoint

2.3.3 Manufacturer Specific Extensions

Manufacturers are free to extend the standard in the following ways:
e Add manufacturer specific clusters to a standard device endpoint.
e Add manufacturer specific commands to a standard cluster.

e Add manufacturer specific attributes to a standard cluster.

All communications regarding manufacturer specific extensions SHALL be transmitted with the manufac-
turer specific sub-field of the frame control field set to 1 and the manufacturer code included in the frame.

If the manufacturer code in a command frame is not recognized, the command is not carried out.

2.3.4 Dependencies on Optional Attribute

If the specification of an attribute of a cluster depends on the value of another optional attribute of the same
cluster, then the optional attribute SHALL have a well-defined default value. When the optional attribute is
not supported by a device, then the default value SHALL be used for those attributes that depend on the
unsupported optional attribute value. This rule SHALL be recursive if there is a chain of dependencies.

2.3.5 Attribute Access

Attributes MAY support these types of access that are listed in each cluster specification’s attribute table for
each attribute:

Read global commands that read the attribute value
Write global commands that write a new value to the attribute
Report global commands that report the value attribute or configure the attribute for reporting

Scene if a Scenes cluster instance is on the same endpoint, then the attribute is accessed through a
scene

Local specific cluster commands for the cluster supporting the attribute MAY also access the attributes as
defined in each cluster specification.
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2.35.1 Global Attributes

Cluster global attributes (see 2.6.1.3) are either mandatory or optional. All cluster instances SHALL support
mandatory global attributes.

Table 2-1. Global Attributes

Id Name Type |Range Access Def | M/O
Oxfffd | ClusterRevision uint16 |0x0001 - Oxfffe [Read Only | 1 M
Oxfffe | AttributeReportingStatus | enum8 | 0x00 - Oxff Read Only [ - 0

2.3.5.1.1 ClusterRevision Attribute

The ClusterRevision global attribute is mandatory for all cluster instances, client and server, conforming to
ZCL revision 6 (ZCL6) and later ZCL revisions. This cluster attribute represents the revision of the cluster
specification that has been implemented. An implementation of a cluster specification before ZCL6 SHALL
have an assumed cluster revision of 0. The initial value for the ClusterRevision attribute SHALL be 1. The
ClusterRevision attribute SHALL be incremented and associated with each approved revision and release of
a cluster specification.

An implementation of a new revision of a cluster specification SHALL interoperate with an implementation
of an older revision of the cluster specification.

Interoperability with a cluster MAY require reading the Cluster Revision attribute. For example: If a new
product application supporting revision 3 of cluster X wishes to take advantage of the new behavior that is
mandated by revision 3, then the application SHOULD read the revision of the corresponding cluster X in
each remote application. If a corresponding cluster X supports revision 3 or greater, than the behavior is
supported. Conversely: Backward compatibility MAY require that a new cluster revision read the Cluster
Revision of a corresponding cluster to support interoperability with legacy cluster revisions.

Please see [Z5], ZigBee Application Architecture for more details.

2.3.5.1.2 AttributeReportingStatus Attribute

When reporting requires sending multiple Report Attributes commands, this attribute SHOULD be included in
the last attribute record, in order to indicate that all required attributes have been reported, or that there are still
attributes pending to be reported. The enumerated values for this attribute are outlined below:

Table 2-2. AttributeReportingStatus Enumerations

Enumerated Value | Status

0x00 Pending

0x01 Attribute Reporting Complete

2.3.6 Persistent Data

Persistent data is persistent across a restart. A restart is a program restart (warm start) or power cycle (cold
start), but not a factory reset.

Cluster attributes that represent configuration data SHALL be persistent data unless otherwise specified.
For example: a writeable attribute that persistently changes the behavior (or mode) of the cluster. Examples
of non-configuration data: data that is calculated or comes from an external source, such as a sensor value,
a time value, etc.
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Many clusters define persistent data that are not attributes. For example: The scene table that is part of a
Scene cluster instance, or the Alarm Table in the Alarms cluster.

Commissioning or configuration data that is created to allow the cluster to perform its function is persistent
data. For example: A reporting configuration for a cluster attribute.

An APS group table entry and an APS binding are both persistent data across a restart.

A factory reset is a deliberate behavior to reset the above described persistent data back to its original state
when the product left the factory.

2.4 Command Frame Formats

All commands, defined in this specification, SHALL be transmitted to the ZigBee stack using the message
service.

The transmission order for octets and bits of all ZCL elements is as specified in section 1.2.1.3 of the ZigBee
Specification [Z1], i.e., least significant octet and bit first.

2.4.1 General ZCL Frame Format

The ZCL frame format is composed of a ZCL header and a ZCL payload. The general ZCL frame SHALL be
formatted as illustrated in Figure 2-2.

Figure 2-2. Format of the General ZCL Frame

Bits: 8 0/16 8 8 Variable

Transaction sequence

Command identifier [ Frame payload
number

Frame control | Manufacturer code

ZCL header ZCL payload

2411 Frame Control Field

The frame control field is 8 bits in length and contains information defining the command type and other
control flags. The frame control field SHALL be formatted as shown in Figure 2-3. Bits 5-7 are reserved for
future use and SHALL be set to 0.

Figure 2-3. Format of the Frame Control Field

Bits: 0-1 2 3 4 5-7

Frame type | Manufacturer specific Direction Disable Default Response | Reserved

2.4.1.1.1 Frame Type Sub-field

The frame type sub-field is 2 bits in length and SHALL be set to one of the non-reserved values listed in
Figure 2-4.

Figure 2-4. Values of the Frame Type Sub-field

Frame Type Value b1b0 [ Description

00 Command is global for all clusters, including manufacturer specific clusters?

2 CCB 1505
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01 Command is specific or local to a cluster
other values Reserved

2.4.1.1.2 Manufacturer Specific Sub-field

The manufacturer specific sub-field is 1 bit in length and specifies whether this command refers to a manu-
facturer specific extension. If this value is set to 1, the manufacturer code field SHALL be present in the ZCL
frame. If this value is set to 0, the manufacturer code field SHALL not be included in the ZCL frame.
Manufacturer specific clusters SHALL support global commands (Frame Type 0b00) .

2.4.1.1.3 Direction Sub-field

The direction sub-field specifies the client/server direction for this command. If this value is set to 1, the
command is being sent from the server side of a cluster to the client side of a cluster. If this value is set to 0,
the command is being sent from the client side of a cluster to the server side of a cluster.

2.4.1.1.4 Disable Default Response Sub-field

The disable Default Response sub-field is 1 bit in length. If it is set to 0, the Default Response command will
be returned, under the conditions specified in 2.5.12.2. If it is set to 1, the Default Response command will
only be returned if there is an error, also under the conditions specified in 2.5.12.2.

This field SHALL be set to 1, for all response frames generated as the immediate and direct effect of a pre-
viously received frame.

2.4.1.2 Manufacturer Code Field

The manufacturer code field is 16 bits in length and specifies the ZigBee assigned manufacturer code for
proprietary extensions. This field SHALL only be included in the ZCL frame if the manufacturer specific
sub-field of the frame control field is set to 1.

2.4.1.3 Transaction Sequence Number

The Transaction Sequence Number field is 8 bits in length and specifies an identification number for a single
transaction that includes one or more frames in both directions. Each time the first frame of a transaction is
generated, a new value SHALL be copied into the field. When a frame is generated as the specified effect on
receipt of a previous frame, then it is part of a transaction, and the Transaction Sequence Number SHALL be
copied from the previously received frame into the generated frame. This includes a frame that is generated in
response to request frame”.

The Transaction Sequence Number field can be used by a controlling device, which MAY have issued
multiple commands, so that it can match the incoming responses to the relevant command.

24.1.4 Command ldentifier Field

The Command Identifier field is 8 bits in length and specifies the cluster command being used. If the frame
type sub-field of the frame control field is set to 0b0O0, the command identifier corresponds to one of the
non-reserved values of Table 2-3. If the frame type sub-field of the frame control field is set to 0b01, the
command identifier corresponds to a cluster specific command. The cluster specific command identifiers can
be found in each individual document describing the clusters (see also 2.2.1.1).

3 CCB 1505
4 CCB 1578
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24.1.5 Frame Payload Field

The frame payload field has a variable length and contains information specific to individual command types.
The maximum payload length for a given command is limited by the stack profile in use, in conjunction with
the applicable cluster specification and application profile. Fragmentation will be used where available.

2.5 General Command Frames

General command frames are used for manipulating attributes and other general tasks that are not specific to
an individual cluster.

The command frames defined in this document are listed in Table 2-3. Each command frame SHALL be
constructed with the frame type sub-field of the frame control field set to 0b0O0.

All clusters (server and client) SHALL support generation, reception and execution of the Default Response
command.

Except for the optional Discover Attributes Extended commands and the optional Discover Commands
commands, each cluster (server or client) that implements attributes SHALL support reception of, execution
of, and response to all commands to discover, read, and write these attributes. However, if no attributes with
structured types are supported, it is not required to support the structured read and write commands.

Implementation of commands to report, Configure Reporting of, and Read Reporting Configuration of at-
tributes is only mandatory if the cluster has attributes whose reportability is mandatory.

Generation of request commands (e.g., Read Attributes, Write Attributes, etc), is application dependent.
Table 2-3. ZCL Command Frames

Command
Identifier Description
Field Value

0x00 Read Attributes

0x01 Read Attributes Response

0x02 Write Attributes

0x03 Write Attributes Undivided

0x04 Write Attributes Response

0x05 Write Attributes No Response

0x06 Configure Reporting

0x07 Configure Reporting Response

0x08 Read Reporting Configuration

0x09 Read Reporting Configuration Response

0x0a Report attributes

0x0b Default Response

0x0c Discover Attributes

0oxod Discover Attributes Response
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0x0e Read Attributes Structured
0xOf Write Attributes Structured
0x10 Write Attributes Structured response
0x11 Discover Commands Received
0x12 Discover Commands Received Response
0x13 Discover Commands Generated
0x14 Discover Commands Generated Response
0x15 Discover Attributes Extended
0x16 Discover Attributes Extended Response

2.5.1 Read Attributes Command

2.5.1.1 Read Attributes Command Frame Format
The Read Attributes command frame SHALL be formatted as illustrated in Figure 2-5.

Figure 2-5. Format of the Read Attributes Command Frame

Octets: Variable 2 2 2
ZCL Attribute Attribute . Attribute
header identifier 1 identifier 2 identifier n

2.5.1.1.1 ZCL Header Fields

The frame control field SHALL be specified as follows. The frame type sub-field SHALL be set to indicate a
global command (0b00). The manufacturer specific sub-field SHALL be set to 0 if this command is being
used to Read Attributes defined for any cluster in the ZCL or 1 if this command is being used to read man-
ufacturer specific attributes.

The command identifier field SHALL be set to indicate the Read Attributes command (see Table 2-3).

2.5.1.1.2 Attribute Identifier Field

The attribute identifier field is 16 bits in length and SHALL contain the identifier of the attribute that is to be
read.

25.1.2 When Generated

The Read Attributes command is generated when a device wishes to determine the values of one or more
attributes located on another device. Each attribute identifier field SHALL contain the identifier of the at-
tribute to be read.

2.5.1.3 Effect on Receipt

On receipt of this command, the device SHALL process each specified attribute identifier and generate a
Read Attributes Response command. The Read Attributes Response command SHALL contain as many read
attribute status records as attribute identifiers included in this command frame. Each read attribute status
record SHALL contain the corresponding attribute identifier from this command frame, a status value
evaluated as described below, and, depending on the status value, the value of the attribute itself.
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For each attribute identifier included in the command frame, the device SHALL first check that it corre-
sponds to an attribute that exists on this device. If it does not, the device SHALL set the status field of the
corresponding read attribute status record to UNSUPPORTED_ATTRIBUTE and SHALL not include an
attribute value field. The device SHALL then move on to the next attribute identifier.

If the attribute identified by the attribute identifier is supported, the device SHALL set the status field of the
corresponding read attribute status record to SUCCESS and SHALL set the attribute value field to its current
value. The device SHALL then move on to the next attribute identifier.

2.5.2 Read Attributes Response Command

2.5.21 Read Attributes Response Command Frame
Format

The Read Attributes Response command frame SHALL be formatted as illustrated in Figure 2-6.

Figure 2-6. Format of Read Attributes Response Command Frame

Octets: Variable Variable Variable Variable
Read attribute status Read attribute status Read attribute status
ZCL header
record 1 record 2 record n

Each read attribute status record SHALL be formatted as illustrated in Figure 2-7.
Figure 2-7. Format of the Read Attributes Status Record Field

Octets: 2 1 0/1 0/ Variable

Attribute identifier Status Attribute data type Attribute value

2.5.2.1.1 ZCL Header Fields

The frame control field SHALL be specified as follows. The frame type sub-field SHALL be set to indicate a
global command (0b00). The manufacturer specific sub-field SHALL be set to 0 if this command is being
used as a response to reading attributes defined for any cluster in the ZCL or 1 if this command is being used
as a response to reading manufacturer specific attributes.

The command identifier field SHALL be set to indicate the Read Attributes Response command (see Table
2-3).

2.5.2.1.2 Attribute Identifier Field

The attribute identifier field is 16 bits in length and SHALL contain the identifier of the attribute that has been
read (or of which an element has been read). This field SHALL contain the same value that was included in
the corresponding attribute identifier field of the original Read Attributes or Read Attributes Structured
command.

2.5.2.1.3 Status Field

The status field is 8 bits in length and specifies the status of the read operation on this attribute. This field
SHALL be set to SUCCESS, if the operation was successful, or an error code, as specified in 2.5.1.3, if the
operation was not successful.

2.5.2.1.4 Attribute Data Type Field

The attribute data type field SHALL contain the data type of the attribute in the same Read Attributes status
record (see Table 2-10). This field SHALL only be included if the associated status field contains a value of
SUCCESS.
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2.5.2.1.5 Attribute Value Field

The attribute value field is variable in length and SHALL contain the current value of this attribute. This field
SHALL only be included if the associated status field contains a value of SUCCESS.

For an attribute or element of simple type (not array, structure, set or bag), this field has the format shown in
the Table of Data Types (Table 2-10). For an attribute or element of type array, set or bag, this field has the
format shown in Figure 2-8.

Figure 2-8. Format of the Attribute Value Field for an Array, Set or Bag

Octets: 1 2 Variable Variable

Element type Number of elements (m) Element value 1 Element value m

(NB The reason that the Element type field is before the Number of elements field is so that the latter field is
in the logical position for the zeroth element.)

If the Number of elements field has the value Oxffff, this indicates that the attribute or element being read is
invalid / undefined. In this case, or if the Number of elements field has the value 0, no Element value fields
are included.

For an attribute or element of type structure, this field has the format shown in Figure 2-9.

Figure 2-9. Format of the Attribute Value Field for a Structure

Octets: 2 1 Variable 1 Variable

Number of elements (m) | Element type 1 Element value 1 ... | Element type m | Element value m

In both figures, the Element value subfield follows the same format as that of the attribute value field. This
format is thus recursive to any required depth (see Selector Field for limitations).

If the Number of elements field has the value Oxffff, this indicates that the attribute or element being read is
invalid / undefined. In this case, or if the Number of elements field has the value 0, no Element type or
Element value fields are included.

2.5.2.2 When Generated

The Read Attributes Response command is generated in response to a Read Attributes or Read Attributes
Structured command. The command frame SHALL contain a read attribute status record for each attribute
identifier specified in the original Read Attributes or Read Attributes Structured command. For each read
attribute status record, the attribute identifier field SHALL contain the identifier specified in the original
Read Attributes or Read Attributes Structured command. The status field SHALL contain a suitable status
code, as detailed in 2.5.1.3.

The attribute data type and attribute value field SHALL only be included in the read attribute status record if
the associated status field contains a value of SUCCESS and, where present, SHALL contain the data type
and current value, respectively, of the attribute, or element thereof, that was read.

The length of this command may exceed a single frame, and thus fragmentation support may be needed to
return the entire response If fragmentation is not supported, only as many read attribute status records as will
fit in the frame SHALL be returned.

2.5.2.3 Effect on Receipt

On receipt of this command, the originator is notified of the results of its original Read Attributes attempt
and, for each successful request, the value of the requested attribute.
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If fragmentation is not supported, and some trailing attribute status records have not been returned, due to
space limitations in the frame, the originator may issue an additional Read Attributes or Read Attributes
Structured command to obtain their values.

2.5.3 Write Attributes Command

2.5.3.1 Write Attributes Command Frame Format

The Write Attributes command frame SHALL be formatted as illustrated in Figure 2-10.
Figure 2-10. Format of the Write Attributes Command Frame

Octets: Variable Variable Variable Variable

ZCL header Write attribute record 1 | Write attribute record 2 Write attribute record n

Each write attribute record SHALL be formatted as illustrated in Figure 2-11.
Figure 2-11. Format of the Write Attribute Record Field

Octets: 2 1 Variable

Attribute identifier Attribute data type Attribute data

2.5.3.1.1 ZCL Header Fields

The frame control field SHALL be specified as follows. The frame type sub-field SHALL be set to indicate a
global command (0b00). The manufacturer specific sub-field SHALL be set to 0 if this command is being
used to Write Attributes defined for any cluster in the ZCL or 1 if this command is being used to write
manufacturer specific attributes.

The command identifier field SHALL be set to indicate the Write Attributes command (see Table 2-3).

2.5.3.1.2 Attribute Identifier Field

The attribute identifier field is 16 bits in length and SHALL contain the identifier of the attribute that is to be
written.

2.5.3.1.3 Attribute Data Type Field
The attribute data type field SHALL contain the data type of the attribute that is to be written.

2.5.3.1.4 Attribute Data Field

The attribute data field is variable in length and SHALL contain the actual value of the attribute that is to be
written.

25.3.2 When Generated

The Write Attributes command is generated when a device wishes to change the values of one or more at-
tributes located on another device. Each write attribute record SHALL contain the identifier and the actual
value of the attribute to be written.

2.5.3.3 Effect on Receipt

On receipt of this command, the device SHALL attempt to process each specified write attribute record and
SHALLL construct a write attribute response command (2.5.5). Each write attribute status record of the con-
structed command SHALL contain the identifier from the corresponding write attribute record and a status
value evaluated as described below.

Page 2-12 Copyright © 2007-2016, The ZigBee Alliance. All rights reserved.




ZigBee Cluster Library Specification Chapter 2
ZigBee Document — 075123 Foundation

For each write attribute record included in the command frame, the device SHALL make the error checks
listed below, in the order shown. If an error is detected, a corresponding write attribute status record SHALL
be generated, the status SHALL be set according to the check below, and the device SHALL move on to the
next write attribute record.

1. If the attribute is not supported on this device, the status field of the corresponding write attribute status
record SHALL be set to UNSUPPORTED_ATTRIBUTE.

2. If the attribute data type field is incorrect, the device SHALL set the status field of the corresponding
write attribute status record to INVALID_DATA_TYPE.

3. If the attribute is designated as read only, the device SHALL set the status field of the corresponding
write attribute status record to READ_ONLY.

4. If the device is not currently accepting write attribute commands for the attribute, the status field of the
corresponding write attribute status record SHALL be set to NOT_AUTHORIZED or READ_ONLY.

5. Ifthe supplied value is not within the specified range of the attribute, the status field of the corresponding
write attribute status record SHALL be set to INVALID_VALUE.

6. If the device cannot support the supplied value, the status field of the corresponding write attribute status
record SHALL be set to INVALID_VALUE.®

If the above error checks pass without generating a write attribute status record, the device SHALL write the
supplied value to the identified attribute, and SHALL move on to the next write attribute record.

When all write attribute records have been processed, the device SHALL generate the constructed Write
Attributes Response command. If there are no write attribute status records in the constructed command,
indicating that all attributes were written successfully, a single write attribute status record SHALL be in-
cluded in the command, with the status field set to SUCCESS and the attribute identifier field omitted.

2.5.4 Write Attributes Undivided Command

The Write Attributes Undivided command is generated when a device wishes to change the values of one or
more attributes located on another device, in such a way that if any attribute cannot be written (e.g., if an
attribute is not implemented on the device, or a value to be written is outside its valid range), no attribute
values are changed.

In all other respects, including generation of a Write Attributes Response command, the format and operation
of the command is the same as that of the Write Attributes command, except that the command identifier field
SHALL be set to indicate the Write Attributes Undivided command (see Table 2-3).

2.5.5 Write Attributes Response Command

2551 Write Attributes Response Command Frame
Format

The Write Attributes Response command frame SHALL be formatted as illustrated in Figure 2-12.

Figure 2-12. Format of Write Attributes Response Command Frame

Octets: Variable 3 3 3
Write attribute status Write attribute status Write attribute status
ZCL header
record 1 record 2 record n
5 CCB 1277
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Each write attribute status record SHALL be formatted as illustrated in Figure 2-13.
Figure 2-13. Format of the Write Attribute Status Record Field

Octets: 1 2

Status Attribute identifier

2.5.5.1.1 ZCL Header Fields

The frame control field SHALL be specified as follows. The frame type sub-field SHALL be set to indicate a
global command (0b00). The manufacturer specific sub-field SHALL be set to 0 if this command is being
used as a response to writing attributes defined for any cluster in the ZCL or 1 if this command is being used
as a response to writing manufacturer specific attributes.

The command identifier field SHALL be set to indicate the Write Attributes Response command (see Table
2-3).

2.5.5.1.2 Status Field

The status field is 8 bits in length and specifies the status of the write operation attempted on this attribute, as
detailed in 2.5.3.3.

Note that write attribute status records are not included for successfully written attributes, in order to save
bandwidth. In the case of successful writing of all attributes, only a single write attribute status record
SHALL be included in the command, with the status field set to SUCCESS and the attribute identifier field
omitted.

2.55.1.3 Attribute Identifier Field

The attribute identifier field is 16 bits in length and SHALL contain the identifier of the attribute on which the
write operation was attempted.

2.55.2 When Generated

The Write Attributes Response command is generated in response to a Write Attributes command.

2.55.3 Effect on Receipt

On receipt of this command, the device is notified of the results of its original Write Attributes command.
2.5.6 Write Attributes No Response Command

25.6.1 Write Attributes No Response Command Frame
Format
The Write Attributes No Response command frame SHALL be formatted as illustrated in Figure 2-14.

Figure 2-14. Write Attributes No Response Command Frame

Octets: Variable Variable Variable Variable

ZCL header Write attribute record 1 | Write attribute record 2 Write attribute record n

Each write attribute record SHALL be formatted as illustrated in Figure 2-11.
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2.5.6.1.1 ZCL Header Fields

The frame control field SHALL be specified as follows. The frame type sub-field SHALL be set to indicate a
global command (0b00). The manufacturer specific sub-field SHALL be set to 0 if this command is being
used to Write Attributes defined for any cluster in the ZCL or 1 if this command is being used to write
manufacturer specific attributes.

The command identifier field SHALL be set to indicate the Write Attributes No Response command (see
Table 2-3).

2.5.6.1.2 Write Attribute Records

Each write attribute record SHALL be formatted as illustrated in Figure 2-11. Its fields have the same
meaning and contents as the corresponding fields of the Write Attributes command.

2.5.6.2 When Generated

The Write Attributes No Response command is generated when a device wishes to change the value of one or
more attributes located on another device but does not require a response. Each write attribute record SHALL
contain the identifier and the actual value of the attribute to be written.

2.5.6.3 Effect on Receipt

There SHALL NOT be any response, error response, or Default Response command, to this command.
On receipt of this command, the device SHALL attempt to process each specified write attribute record.

For each write attribute record included in the command frame, the device SHALL first check that it corre-
sponds to an attribute that is implemented on this device. If it does not, the device SHALL ignore the attribute
and move on to the next write attribute record.

If the attribute identified by the attribute identifier is supported, the device SHALL check whether the at-
tribute is writable. If the attribute is designated as read only, the device SHALL ignore the attribute and move
on to the next write attribute record.

If the attribute is writable, the device SHALL check that the supplied value in the attribute data field is within
the specified range of the attribute. If the supplied value does not fall within the specified range of the at-
tribute, the device SHALL ignore the attribute and move on to the next write attribute record.

If the value supplied in the attribute data field is within the specified range of the attribute, the device SHALL
write the supplied value to the identified attribute and move on to the next write attribute record.

2.5.7 Configure Reporting Command

The Configure Reporting command is used to configure the reporting mechanism for one or more of the
attributes of a cluster.

The individual cluster definitions specify which attributes SHALL be available to this reporting mechanism,
however specific implementations of a cluster may make additional attributes available.

Note that attributes with data types of array, structure, set or bag cannot be reported.
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25.7.1 Configure Reporting Command Frame Format

The Configure Reporting command frame SHALL be formatted as illustrated in Figure 2-15.

Figure 2-15. Format of the Configure Reporting Command Frame

Octets: Variable

Variable

Variable

Variable

ZCL header

Attribute reporting
configuration record 1

Attribute reporting
configuration record 2

Attribute reporting con-
figuration record n

There SHALL be one attribute reporting configuration record for each attribute to be configured. Each such
record SHALL be formatted as illustrated in Figure 2-16.

Figure 2-16. Format of the Attribute Reporting Configuration Record

Octets: 1 2 0/1 0/2 0/2 0/Variable 0/2
Direction Attribute Attribute Minimum Maximum Reportable Timeout
identifier data type reporting reporting change period
interval interval
2.5.7.1.1 ZCL Header Fields

The frame control field SHALL be specified as follows. The frame type sub-field SHALL be set to indicate a
global command (0b00). The manufacturer specific sub-field SHALL be set to 0 if this command is being
used to configure attribute reports defined for any cluster in the ZCL or 1 if this command is being used to
configure attribute reports for manufacturer specific attributes.

The command identifier field SHALL be set to indicate the report configuration command (see Table 2-3).
2.5.7.1.2

The direction field specifies whether values of the attribute are to be reported, or whether reports of the
attribute are to be received.

Direction Field

If this value is set to 0x00, then the attribute data type field, the minimum reporting interval field, the
maximum reporting interval field and the reportable change field are included in the payload, and the timeout
period field is omitted. The record is sent to a cluster server (or client) to configure how it sends reports to a
client (or server) of the same cluster.

If this value is set to 0x01, then the timeout period field is included in the payload, and the attribute data type
field, the minimum reporting interval field, the maximum reporting interval field and the reportable change
field are omitted. The record is sent to a cluster client (or server) to configure how it SHOULD expect reports
from a server (or client) of the same cluster.

All other values of this field are reserved.

Table 2-4. Destination of Reporting Based on Direction Field

Direction Field Destinations

0x00 The receiver of the Configure Reporting command SHALL Configure Reporting
to send to each destination as resolved by the bindings for the cluster hosting the
attributes to be reported.

0x01 This indicates to the receiver of the Configure Reporting command that the

sender has configured its reporting mechanism to transmit reports and that, based
on the current state of the sender’s bindings, the sender will send reports to the
receiver.
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2.5.7.1.3 Attribute Identifier Field

If the direction field is 0x00, this field contains the identifier of the attribute that is to be reported. If instead
the direction field is 0x01, the device SHALL expect reports of values of this attribute.

2.5.7.1.4 Attribute Data Type Field
The Attribute data type field contains the data type of the attribute that is to be reported.

2.5.7.1.5 Minimum Reporting Interval Field

The minimum reporting interval field is 16 bits in length and SHALL contain the minimum interval, in
seconds, between issuing reports of the specified attribute.

If this value is set to 0x0000, then there is no minimum limit, unless one is imposed by the specification of the
cluster using this reporting mechanism or by the application.

2.5.7.1.6 Maximum Reporting Interval Field

The maximum reporting interval field is 16 bits in length and SHALL contain the maximum interval, in
seconds, between issuing reports of the specified attribute.

If this value is set to Oxffff, then the device SHALL not issue reports for the specified attribute, and the
configuration information for that attribute need not be maintained. (Note: in an implementation using dy-
namic memory allocation, the memory space for that information may then be reclaimed).

If this value is set to 0x0000 and the minimum reporting interval field equals Oxffff, then the device SHALL

revert back to its default reporting configuration. The reportable change field, if present, SHALL be set to
6

zero.

2.5.7.1.7 Reportable Change Field

The reportable change field SHALL contain the minimum change to the attribute that will result in a report
being issued. This field is of variable length. For attributes with ‘analog' data type (see Table 2-10) the field
has the same data type as the attribute. The sign (if any) of the reportable change field is ignored.

For attributes of 'discrete’ data type (see Table 2-10) this field is omitted.

If the Maximum Reporting Interval Field is set to 0x0000 and the minimum reporting interval field equals
Oxffff, indicating a default reporting configuration, then this field SHALL be set to zero upon transmission
and ignored upon reception. ’

2.5.7.1.8 Timeout Period Field

The timeout period field is 16 bits in length and SHALL contain the maximum expected time, in seconds,
between received reports for the attribute specified in the attribute identifier field. If more time than this
elapses between reports, this may be an indication that there is a problem with reporting.

If this value is set to 0x0000, reports of the attribute are not subject to timeout.

Note that, for a server/client connection to work properly using automatic reporting, the timeout value set for
attribute reports to be received by the client (or server) cluster must be set somewhat higher than the max-
imum reporting interval set for the attribute on the server (or client) cluster.

2.5.7.2 When Generated

The report configuration command is generated when a device wishes to configure a device to automatically
report the values of one or more of its attributes, or to receive such reports.

¢ CCB 1923
7 CCB 1923
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25.7.3 Effect on Receipt

On receipt of this command, the device SHALL attempt to process each attribute reporting configuration
record and SHALL construct a Configure Reporting Response command. Each attribute status record of the
constructed command SHALL contain an identifier from an attribute reporting configuration record and a
status value evaluated as described below.

If the direction field is 0x00, indicating that the reporting intervals and reportable change are being config-
ured, then

o If the attribute specified in the attribute identifier field is not implemented on this device or if the at-
tribute type is set to array, structure, set or bag, the device SHALL construct an attribute status record
with the status field set to UNSUPPORTED_ATTRIBUTE.

e Else, if the attribute identifier in this field cannot be reported (because it is not in the list of mandatory
reportable attributes in the relevant cluster specification, and support has also not been implemented as a
manufacturer option), the device SHALL construct an attribute status record with the status field set to
UNREPORTABLE_ATTRIBUTE.

o Else, if the attribute data type field is incorrect, the device SHALL construct an attribute status record
with the status field set to INVALID_DATA _TYPE.

e  Else, if the minimum reporting interval field is less than any minimum set by the relevant cluster spec-
ification or application, or the value of the maximum reporting interval field is non-zero and is less than
that of the minimum reporting interval field, the device SHALL construct an attribute status record with
the status field set to INVALID_VALUE.

e Else, if the value of the minimum or maximum reporting interval field is not supported by the product,
the device SHALL construct an attribute status record with the status field set to INVALID_VALUE.?

o Else the device SHALL set the minimum and maximum reporting intervals and the reportable change for
the attribute to the values contained in the corresponding fields.

Else the direction field is 0x01, indicating that the timeout period is being configured, then

If reports of values of the attribute identifier specified in the attribute identifier field cannot be received
(because it is not in the list of mandatory reportable attributes in the relevant cluster specification, and support
has also not been implemented as a manufacturer option), or the timeout feature is not supported, the device
SHALL construct an attribute status record with the status field set to UNSUPPORTED_ATTRIBUTE.

Else the device SHALL set the timeout value for the attribute identifier specified in the attribute identifier
field to the value of the timeout period field. Note that the action to be taken by the device if the timeout
period is exceeded is cluster and device dependent, including optionally taking no action.

When all attribute reporting configuration records have been processed, the device SHALL generate the
constructed Configure Reporting Response command. If there are no attribute status records in the con-
structed command, indicating that all attributes were configured successfully, a single attribute status record
SHALL be included in the command, with the status field set to SUCCESS and the direction and attribute
identifier fields omitted.

The device SHALL then proceed to generate or receive attribute reports according the configuration just set
up, by means of the Report Attributes command (see 2.5.11.2.1 through2.5.11.2.4). See Table 2-4 to deter-
mine the destination of the Report Attributes command.

2.5.8 Configure Reporting Response Command

The Configure Reporting Response command is used to respond to a Configure Reporting command.

8 CCB 2029
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2.5.8.1 Configure Reporting Response Command Frame
Format

The Configure Reporting Response command frame SHALL be formatted as illustrated in Figure 2-17.

Figure 2-17. Format of the Configure Reporting Response Command Frame

Octets: Variable 4 4 4

ZCL header Attribute status record 1 | Attribute status record 2| ... | Attribute status record n

Each attribute status record SHALL be formatted as illustrated in Figure 2-18.
Figure 2-18. Format of the Attribute Status Record Field

Octets: 1 1 2

Status Direction Attribute identifier

2.5.8.1.1 ZCL Header Fields

The frame control field is specified as follows. The frame type sub-field SHALL be set to indicate a global
command (0b00). The manufacturer specific sub-field SHALL be set to 0 if this command is being used as a
response to configuring attribute reports defined for any cluster in the ZCL or 1 if this command is being used
as a response to configuring attribute reports for manufacturer specific attributes.

The command identifier field SHALL be set to indicate the report configuration response command (see
Table 2-3).

2.5.8.1.2 Direction Field

The direction field specifies whether values of the attribute are reported (0x00), or whether reports of the
attribute are received (0x01).

All other values of this field are reserved.
2.5.8.1.3 Status Field

The status field specifies the status of the Configure Reporting operation attempted on this attribute, as de-
tailed in 2.5.7.3.

Note that attribute status records are not included for successfully configured attributes, in order to save
bandwidth. In the case of successful configuration of all attributes, only a single attribute status record
SHALL be included in the command, with the status field set to SUCCESS and the direction and attribute
identifier fields omitted.

2.5.8.2 When Generated

The Configure Reporting Response command is generated in response to a Configure Reporting command.

2.5.8.3 Effect on Receipt

On receipt of this command, the device is notified of the success (or otherwise) of its original Configure
Reporting command, for each attribute.

2.5.9 Read Reporting Configuration Command

The Read Reporting Configuration command is used to read the configuration details of the reporting
mechanism for one or more of the attributes of a cluster.
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2.5.9.1 Read Reporting Configuration Command Frame
Format
The Read Reporting Configuration command frame SHALL be formatted as illustrated in Figure 2-19.

Figure 2-19. Read Reporting Configuration Command Frame

Octets: Variable 3 3 3

ZCL header Attribute record 1 Attribute record 2 Attribute record n

Each attribute record SHALL be formatted as illustrated in Figure 2-20.
Figure 2-20. Format of the Attribute Status Record Field

Octets: 1 2

Direction Attribute identifier

2.59.1.1 ZCL Header Fields

The frame control field SHALL be specified as follows. The frame type sub-field SHALL be set to indicate a
global command (0b00). The manufacturer specific sub-field SHALL be set to 0 if this command is being
used to read the reporting configuration of attributes defined for any cluster in the ZCL or 1 if this command
is being used to read the reporting configuration of manufacturer specific attributes.

The command identifier field SHALL be set to indicate the Read Reporting Configuration command (see
Table 2-3).

2.5.9.1.2 Direction Field

The direction field specifies whether values of the attribute are reported (0x00), or whether reports of the
attribute are received (0x01).

All other values of this field are reserved.
2.5.9.1.3 Attribute Identifier Field

The attribute identifier field SHALL contain the identifier of the attribute whose reporting configuration
details are to be read.

2.5.9.2 Effect on Receipt

On receipt of this command, a device SHALL generate a Read Reporting Configuration Response command
containing the details of the reporting configuration for each of the attributes specified in the command (see
2.5.10).

2.5.10 Read Reporting Configuration Response Com-
mand

The Read Reporting Configuration Response command is used to respond to a Read Reporting Configuration
command.
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2.5.10.1 Read Reporting Configuration Response Com-
mand Frame Format

The Read Reporting Configuration Response command frame SHALL be formatted as illustrated in Figure
2-21.

Figure 2-21. Format of the Read Reporting Configuration Response Command Frame

Octets: Variable Variable Variable Variable

Attribute reporting
configuration record 2

Attribute reporting con-
figuration record n

Attribute reporting con-

ZCL header figuration record 1

There SHALL be one attribute reporting configuration record for each attribute record of the received Read
Reporting Configuration command. Each such record SHALL be formatted as illustrated in Figure 2-22.

Figure 2-22. Attribute Reporting Configuration Record Field

Octets: 1 1 2 0/1 0/2 0/2 0/Variable 0/2
Status Direction | Attribute | Attribute | Minimum Maximum Reportable Timeout
identifier | datatype | reporting reporting change period
interval interval

2.5.10.1.1 ZCL Header Fields

The frame control field SHALL be specified as follows. The frame type sub-field SHALL be set to indicate a
global command (0b00). The manufacturer specific sub-field SHALL be set to 0 if this command is being |
used to for attributes specified in the ZCL or 1 if this command is being used for manufacturer specific
attributes.

The command identifier field SHALL be set to indicate the Read Reporting Configuration Response com-
mand (see Table 2-3).

2.5.10.1.2 Status Field

If the attribute is not implemented on the sender or receiver of the command, whichever is relevant (de-
pending on direction), this field SHALL be set to UNSUPPORTED_ATTRIBUTE. If the attribute is sup-
ported, but is not capable of being reported, this field SHALL be set to UNREPORTABLE_ATTRIBUTE. If
the attribute is supported and reportable, but there is no report configuration, this field SHALL be set to
NOT_FOUND. Otherwise, this field SHALL be set to SUCCESS.

If the status field is not set to SUCCESS, all fields except the direction and attribute identifier fields SHALL
be omitted.

2.5.10.1.3 Direction Field

The direction field specifies whether values of the attribute are reported (0x00), or whether reports of the
attribute are received (0x01).

If this value is set to 0x00, then the attribute data type field, the minimum reporting interval field, the
maximum reporting interval field and the reportable change field are included in the payload, and the timeout
period field is omitted. If this value is set to 0x01, then the timeout period field is included in the payload, and
the attribute data type field, the minimum reporting interval field, the maximum reporting interval field and
the reportable change field are omitted.

All other values of this field are reserved.
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2.5.10.1.4 Attribute Identifier Field

The attribute identifier field is 16 bits in length and SHALL contain the identifier of the attribute that the
reporting configuration details apply to.

2.5.10.1.5 Minimum Reporting Interval Field

The minimum reporting interval field is 16 bits in length and SHALL contain the minimum interval, in
seconds, between issuing reports for the attribute specified in the attribute identifier field. If the minimum
reporting interval has not been configured, this field SHALL contain the value Oxffff.

2.5.10.1.6 Maximum Reporting Interval Field

The maximum reporting interval field is 16 bits in length and SHALL contain the maximum interval, in
seconds, between issuing reports for the attribute specified in the attribute identifier field. If the maximum
reporting interval has not been configured, this field SHALL contain the value Oxffff.

2.5.10.1.7 Reportable Change Field

The reportable change field SHALL contain the minimum change to the attribute that will result in a report
being issued. For attributes with 'analog’ data type (see Table 2-10) the field has the same data type as the
attribute. If the reportable change has not been configured, this field SHALL contain the invalid value for the
relevant data type.

For attributes of 'discrete’ data type (see Table 2-10) this field is omitted.
2.5.10.1.8 Timeout Period Field

The timeout period field is 16 bits in length and SHALL contain the maximum expected time, in seconds,
between received reports for the attribute specified in the attribute identifier field. If the timeout period has
not been configured, this field SHALL contain the value Oxffff.

2.5.10.2 When Generated

The Read Reporting Configuration Response command is generated in response to a Read Reporting Con-
figuration command. Only as many attribute reporting configuration records as will fit in the frame SHALL
be returned.

2.5.10.3 Effect on Receipt

On receipt of this command, the originator is notified of the results of its original Read Reporting Configu-
ration command.

If some trailing attribute reporting configuration records have not been returned, due to space limitations in
the frame, the originator may issue a further Read Reporting Configuration command to obtain their values.

2.5.11 Report Attributes Command

The Report Attributes command is used by a device to report the values of one or more of its attributes to
another device. Individual clusters, defined elsewhere in the ZCL, define which attributes are to be reported
and at what interval. See 2.5.7 to determine the destination of the Report Attributes command.
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2.5.11.1 Report Attributes Command Frame Format

The Report Attributes command frame SHALL be formatted as illustrated in Figure 2-23.
Figure 2-23. Format of the Report Attributes Command Frame

Octets: Variable Variable Variable Variable

ZCL header Attribute report 1 Attribute report 2 Attribute report n

Each attribute report field SHALL be formatted as illustrated in Figure 2-24.
Figure 2-24. Format of the Attribute Report Fields

Octets: 2 1 Variable

Attribute identifier Attribute data type Attribute data

2.5.11.1.1 ZCL Header Fields

The frame control field SHALL be specified as follows. The frame type sub-field SHALL be set to indicate a
global command (0b00). The manufacturer specific sub-field SHALL be set to 0 if this command is being
used to Report Attributes defined for any cluster in the ZCL or 1 if this command is being used to report
manufacturer specific attributes.

The command identifier field SHALL be set to indicate the Report Attributes command (see Table 2-3).

2.5.11.1.2 Attribute Identifier Field

The attribute identifier field is 16 bits in length and SHALL contain the identifier of the attribute that is being
reported. When reporting requires sending multiple Report Attributes commands see 2.3.5.1.2.

2.5.11.1.3 Attribute Data Type Field
The attribute data type field contains the data type of the attribute that is being reported.

2.5.11.1.4 Attribute Data Field

The attribute data field is variable in length and SHALL contain the actual value of the attribute being re-
ported.

2.5.11.2 When Generated

The Report Attributes command is generated when a device has been configured to report the values of one
or more of its attributes to another device., and when the conditions that have been configured are satisfied.
These conditions are detailed in the following sections.

A Report Attributes command may also be configured locally on a device at any time. Except for the source,
a locally created report configuration SHALL be no different than a configuration received externally. A
locally created report configuration SHALL support the same services as a configuration received externally.

If the destination of the Report Attributes Command cannot be determined, then the command SHALL not be
generated. See 2.5.7 to determine the destination of the Report Attributes command.

2.5.11.2.1 Periodic Reporting

A report SHALL be generated when the time that has elapsed since the previous report of the same attribute
is equal to the Maximum Reporting Interval for that attribute (see 2.5.7.1.6). The time of the first report after
configuration is not specified.

If the Maximum Reporting Interval is set to 0x0000, there is no periodic reporting, but change based re-
porting is still operational.
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If the Maximum Reporting Interval is set to Oxffff, no reports SHALL be generated, whatever other condi-
tions are satisfied.

2.5.11.2.2 Changes to 'Discrete' Attributes

If the attribute has a 'discrete’ data type, a report SHALL be generated when the attribute undergoes any
change of value. Discrete types are general data types (which are often used as sets of bit fields), logical
types, bitmap types, enumerations, strings, identifiers, IEEE address and security key (see Table 2-10).

Reporting is subject to the Minimum Reporting Interval for that attribute (see 2.5.7.1.5). After a report, no
further reports are sent during this interval.

2.5.11.2.3 Changes to 'Analog' Attributes

If the attribute has an 'analog' data type, a report SHALL be generated when the attribute undergoes a change
of value, in a positive or negative direction, equal to or greater than the Reportable Change for that attribute
(see 2.5.7.1.7). The change is measured from the value of the attribute when the Reportable Change is con-
figured, and thereafter from the previously reported value of the attribute.

Analog types are signed and unsigned integer types, floating point types and time types (see Table 2-10).
Reporting is subject to the Minimum Reporting Interval for that attribute (see 2.5.7.1.5). After a report, no
further reports are sent during this interval.

2.5.11.2.4 Cluster Specific Conditions

The specification for a cluster may add additional conditions for specific attributes of that cluster.

2.5.11.2.5 Consolidation of Attribute Reporting

In order to reduce the resources (such as the number of timers) required for attribute reporting, a device may
adapt the timing of reports by relaxing the configured minimum and maximum periods as described below.
By employing these techniques a device may limit the number of timers required to any manufacturer spe-
cific value, including use of only a single timer, though at the cost of some side effects, such as increased
network traffic in some cases.

In consolidating timers, a number of principles apply:

1. The maximum reporting interval of an attribute may be reduced, as it SHOULD not normally cause a
problem to devices to receive reports more frequently than expected — typical reporting intervals are
seconds to minutes. It may not be increased, as this may be incompatible with any timeout period set.

2. The minimum reporting interval of an attribute may also be reduced. However, it may not be increased,
as an application may be relying on receiving reports of changes to an attribute within a given delay time.
Minimum values are generally used to reduce network traffic, but this is less important than ensuring that
the application timing needs are satisfied.

3. From (1), when consolidating the maximum reporting periods of two or more attributes together, the
consolidated reporting period SHALL be equal to the lowest of the configured maximum intervals of the
attributes to be reported.

4. Similarly, from (2), when consolidating the minimum reporting periods of two or more attributes to-
gether, the consolidated reporting period SHALL be equal to the lowest of the configured minimum
intervals of the attributes to be reported.

As a first step, timers for attributes on the same cluster may be consolidated. Such adaptations SHOULD aim
to send attribute reports for different attributes of the same cluster at the same time, so that they can be
consolidated into fewer attribute reports, thus reducing network traffic.

To reduce the number of timers further, timers may be consolidated across clusters and endpoints if needed.

(Note that it is not generally possible to consolidate timeout values (see 2.5.7.1.8) of received attribute re-
ports.)
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2.5.11.3 Effect on Receipt

On receipt of this command, a device is notified of the latest values of one or more of the attributes of another
device.

2.5.12 Default Response Command

2.5.12.1 Default Response Command Frame Format
The Default Response command frame SHALL be formatted as illustrated in Figure 2-25.

Figure 2-25. Format of the Default Response Command Frame

Octets: Variable 1 1

ZCL header Command identifier Status code

2.5.12.1.1 ZCL Header Fields

The frame control field SHALL be specified as follows. The frame type sub-field SHALL be set to indicate a
global command (0b00). The manufacturer specific sub-field SHALL be set to 0 if this command is being |
sent in response to a command defined for any cluster in the ZCL or 1 if this command is being sent in re-
sponse to a manufacturer specific command”®.

The command identifier sub-field SHALL be set to indicate the Default Response command (see Table 2-3).
2.5.12.1.2 Command Identifier Field

The command identifier field is 8 bits in length and specifies the identifier of the received command to which
this command is a response.

2.5.12.1.3 Status Code Field

The status code field is 8 bits in length and specifies either SUCCESS or the nature of the error that was
detected in the received command. It SHALL be one of the status enumerations listed in Table 2-11.

2.5.12.2 When Generated

The Default Response command SHALL be generated when all 4 of these criteria are met:
1. A device receives a unicast command that is not a Default Response command.

2. No other command is sent in response to the received command, using the same Transaction sequence
number as the received command.

3. The Disable Default Response bit of its Frame control field is set to 0 (see 2.4.1.1.4) or when an error
results.

4. The “Effect on Receipt” clause for the received command does not override the behavior of when a
Default Response command is sent.

If a device receives a command in error through a broadcast or multicast transmission, the command SHALL
be discarded and the Default Response command SHALL not be generated.

 CCB 1505 |
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If the identifier of the received command is not supported on the device, it SHALL set the command identi-
fier field to the value of the identifier of the command received in error. The status code field SHALL be set
to the either:

UNSUP_CLUSTER_COMMAND,

UNSUP_GENERAL_COMMAND,

UNSUP_MANUF_CLUSTER_COMMAND or UNSUP_MANUF_GENERAL_COMMAND, as appro-
priate.

If the device receives a unicast cluster command to a particular endpoint, and the cluster does not exist on the
endpoint, the status code field SHALL be set to UNSUPPORTED_CLUSTER.™ Receiving devices
SHOULD accept other error status codes, such as FAILURE, from devices certified before ZCL revision 6.

The Default Response command SHALL be generated in response to reception of all commands, including
response commands (such as the Write Attributes Response command), under the conditions specified
above. However, the Default Response command SHALL not be generated in response to reception of an-
other Default Response command.

2.5.12.3 Effect on Receipt

On receipt of this command, the device is notified of the success or otherwise of the generated command with
the same transaction sequence number (see 2.4.1.3).

2.5.13 Discover Attributes Command

2.5.13.1 Discover Attributes Command Frame Format
The Discover Attributes command frame SHALL be formatted as illustrated in Figure 2-26.

Figure 2-26. Format of the Discover Attributes Command Frame

Octets: Variable 2 1

ZCL header Start attribute identifier | Maximum attribute identifiers

2.5.13.1.1 ZCL Header Fields

The frame control field SHALL be specified as follows. The frame type sub-field SHALL be set to indicate a
global command (0b00). The manufacturer specific sub-field SHALL be set to 0 to discover standard at-
tributes in a ZigBee cluster or 1 to discover manufacturer specific attributes in either a standard or a manu-
facturer specific cluster.

The command identifier field SHALL be set to indicate the Discover Attributes command (see Table 2-3).
2.5.13.1.2 Start Attribute Identifier Field

The start attribute identifier field is 16 bits in length and specifies the value of the identifier at which to begin
the attribute discovery.

2.5.13.1.3 Maximum Attribute Identifiers Field

The maximum attribute identifiers field is 8 bits in length and specifies the maximum number of attribute
identifiers that are to be returned in the resulting Discover Attributes Response command.

2.5.13.2 When Generated

The Discover Attributes command is generated when a remote device wishes to discover the identifiers and
types of the attributes on a device which are supported within the cluster to which this command is directed.

10°CCB 1485 and 1319
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2.5.13.3 Effect on Receipt

On receipt of this command, the device SHALL construct an ordered list of attribute information records,
each containing a discovered attribute identifier and its data type, in ascending order of attribute identifiers.
This list SHALL start with the first attribute that has an identifier that is equal to or greater than the identifier
specified in the start attribute identifier field. The number of attribute identifiers included in the list
SHALL not exceed that specified in the maximum attribute identifiers field.

The device SHALL then generate a Discover Attributes Response command containing the discovered
attributes and their types, and SHALL return it to the originator of the Discover Attributes command.

2.5.14 Discover Attributes Response Command

2.5.14.1 Discover Attributes Response Command Frame
Format

The Discover Attributes Response command frame SHALL be formatted as illustrated in Figure 2-27.

Figure 2-27. Discover Attributes Response Command Frame

Octets: Variable 1 3 3 3
ZCL header Discovery | Attribute infor- | Attribute infor- Attribute infor-
complete mation 1 mation 2 mation n

Each attribute information field SHALL be formatted as illustrated in Figure 2-28.
Figure 2-28. Format of the Attribute Report Fields

Octets: 2 1

Attribute identifier | Attribute data type

2.5.14.1.1 ZCL Header Fields

The frame control field SHALL be specified as follows. The frame type sub-field SHALL be set to indicate a
global command (0b00). The manufacturer specific sub-field SHALL be set to the same value included in the
original Discover Attributes command.

The command identifier field SHALL be set to indicate the Discover Attributes Response command (see
Table 2-3).

2.5.14.1.2 Discovery Complete Field

The discovery complete field is a Boolean field. A value of 0 indicates that there are more attributes to be
discovered that have an attribute identifier value greater than the last attribute identifier in the last attribute
information field. A value of 1 indicates that there are no more attributes to be discovered.

2.5.14.1.3 Attribute Identifier Field

The attribute identifier field SHALL contain the identifier of a discovered attribute. Attributes SHALL be
included in ascending order, starting with the lowest attribute identifier that is greater than or equal to the start
attribute identifier field of the received Discover Attributes command.
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2.5.14.1.4 Attribute Data Type Field

The attribute data type field SHALL contain the data type of the attribute in the same attribute report field
(see Table 2-10).

2.5.14.2 When Generated

The Discover Attributes Response command is generated in response to a Discover Attributes command.

2.5.14.3 Effect on Receipt

On receipt of this command, the device is notified of the results of its attribute discovery request.

Following the receipt of this command, if the discovery complete field indicates that there are more attributes
to be discovered, the device may choose to send subsequent discover attribute request commands to obtain
the rest of the attribute identifiers. In this case, the start attribute identifier specified in the next attribute
discovery request command SHOULD be set equal to one plus the last attribute identifier received in the
Discover Attributes Response command.

2.5.15 Read Attributes Structured Command

2.5.15.1 Read Attributes Structured Command Frame
Format

The Read Attributes Structured command frame SHALL be formatted as illustrated in Figure 2-29.

Figure 2-29. Format of Read Attributes Structured Command Frame

Octets: Variable 2 Variable 2 Variable

ZCL header Attribute identifier 1 | Selector 1 Attribute identifier n Selector n

2.5.15.1.1 ZCL Header Fields

The frame control field SHALL be specified as follows. The frame type sub-field SHALL be set to indicate a
global command (0b00). The manufacturer specific sub-field SHALL be set to 0 if this command is being
used to Read Attributes defined for any cluster in the ZCL or 1 if this command is being used to read man-
ufacturer specific attributes.

The command identifier field SHALL be set to indicate the Read Attributes Structured command (see Table
2-3).

2.5.15.1.2 Attribute Identifier Field

The attribute identifier field is 16 bits in length and SHALL contain the identifier of the attribute that is to be
read.

2.5.15.1.3 Selector Field

Each attribute identifier field is followed by a selector field, which specifies whether the whole of the at-
tribute value is to be read, or only an individual element of it. An individual element may only be read from
attributes with types of Array or Structure.

The Selector field SHALL be formatted as illustrated in Figure 2-30.
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Figure 2-30. Format of the Selector Field

Octets: 1 2 2

Indicator (m) Index 1 Index m

The Indicator subfield indicates the number of index fields that follow it. This number is limited to the range
0 - 15. It may be further limited by an application. All other values of this field are reserved.

If this subfield is 0, there are no index fields, and the whole of the attribute value is to be read. For attributes
of type other than array or structure, this subfield SHALL have the value 0.

If this subfield is 1 or greater, the index fields indicate which element is to be read, nested to a depth of m. For
example, if the attribute is an array of arrays (or structures), then if m = 2, index 1 = 5 and index 2 = 3, the
third element of the fifth element of the attribute will be read.

Note that elements are numbered from 1 upwards for both arrays and structures. The zeroth element of an
array or structure is readable, always has type 16 bit unsigned integer, and returns the number of elements
contained in the array or structure.

2.5.15.2 When Generated

The Read Attributes command is generated when a device wishes to determine the values of one or more
attributes, or elements of attributes, located on another device. Each attribute identifier field SHALL contain
the identifier of the attribute to be read.

2.5.15.3 Effect on Receipt

On receipt of this command, the device SHALL process each specified attribute identifier and associated
selector, and SHALL generate a Read Attributes Response command. The Read Attributes Response com-
mand SHALL contain as many read attribute status records as there are attribute identifiers included in this
command frame. Each read attribute status record SHALL contain the corresponding attribute identifier from
this command frame, a status value evaluated as described below, and, depending on the status value, the
value of the attribute (or attribute element) itself.

For each attribute identifier included in the command frame, the device SHALL first check that it corre-
sponds to an attribute that exists on this device, and that its associated selector field correctly indicates either
the whole of the attribute or an element of the attribute. If it does not, the device SHALL set the status field of
the corresponding read attribute status record to either UNSUPPORTED_ATTRIBUTE or INVA-
LID_SELECTOR as appropriate, and SHALL not include an attribute value field. The device SHALL then
move on to the next attribute identifier.

If the attribute identified by the attribute identifier is supported, and its associated selector field is valid, the
device SHALL set the status field of the corresponding read attribute status record to SUCCESS and SHALL
set the attribute value field to the value of the attribute (or its selected element). The device SHALL then
move on to the next attribute identifier.
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2.5.16 Write Attributes Structured Command

2.5.16.1 Write Attributes Structured Command Frame
Format

The Write Attributes Structured command frame SHALL be formatted as illustrated in Figure 2-31.
Figure 2-31. Write Attributes Structured Command Frame

Octets: Variable Variable Variable Variable

ZCL header Write attribute record 1 | Write attribute record 2 ... | Write attribute record n

Each write attribute record SHALL be formatted as illustrated in Figure 2-32.
Figure 2-32. Format of the Write Attribute Record Field

Octets: 2 Variable 1 Variable

Attribute identifier Selector Attribute data type Attribute value

2.5.16.1.1 ZCL Header Fields

The frame control field SHALL be specified as follows. The frame type sub-field SHALL be set to indicate a
global command (0b00). The manufacturer specific sub-field SHALL be set to 0 if this command is being
used to Write Attributes defined for any cluster in the ZCL or 1 if this command is being used to write
manufacturer specific attributes.

The command identifier field SHALL be set to indicate the Write Attributes Structured command (see Table
2-3).
2.5.16.1.2 Attribute Identifier Field

The attribute identifier field is 16 bits in length and SHALL contain the identifier of the attribute that is to be
written (or an element of which is to be written).

2.5.16.1.3 Selector Field

The selector field specifies whether the whole of the attribute value is to be written, or only an individual
element of it. An individual element may only be written to attributes with types of Array, Structure, Set or
Bag.

The Selector field SHALL be formatted as illustrated in Figure 2-33.
Figure 2-33. Format of the Selector Field

Octets: 1 2 2

Indicator (m) Index 1 Index m

2.5.16.1.4 Writing an Element to an Array or Structure

When writing an element to an array or structure, the Indicator subfield indicates the number of index fields
that follow it. This number is limited to the range 0 - 15 (i.e., the upper 4 bits of the Indicator field are set to
zero). It may be further limited by an application.

If the Indicator subfield is 0, there are no index fields, and the whole of the attribute value is to be written.
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If this subfield is 1 or greater, the index fields indicate which element is to be written, nested to a depth of m.
For example, if the attribute is an array of arrays (or structures), then if m=2, index 1 =5 and index 2 = 3, the
third element of the fifth element of the attribute will be written.

Note that elements are numbered from 1 upwards for both arrays and structures.

The zeroth element of an array or structure has type 16 bit unsigned integer, and holds the number of ele-
ments in the array or structure. The zeroth element of an array may optionally be written (this is application
dependent) and has the effect of changing the number of elements of the array. If the number is reduced, the
array is truncated. If the number is increased, the content of new elements is application dependent.

The zeroth element of a structure may not be written to. Writing to an element with an index greater than the
number of elements in an array or structure is always an error.

2.5.16.1.5 Adding/Removing an Element to/from a Set or Bag
This command may also be used to add an element to a set or bag, or to remove an element from a set or bag.

In this case, the lower 4 bits of the Indicator subfield still indicate the number of index fields that follow it, as
the set may be an element of an array or structure, which may itself be nested inside other arrays or structures.

The upper 4 bits of the Indicator subfield have the following values:
0b0000 Write whole set/bag
0b0001 Add element to the set/bag
0b0010 Remove element from the set/bag

All other values are reserved.

2.5.16.1.6 Attribute Data Type Field

The attribute data type field SHALL contain the data type of the attribute or element thereof that is to be
written.

2.5.16.1.7 Attribute Value Field

The attribute value field is variable in length and SHALL contain the actual value of the attribute, or element
thereof, that is to be written. For an attribute or element of type array, structure, set or bag, this field has the
same format as for the Read Attributes Structured command (see Read Attributes Structured Command).

2.5.16.2 When Generated

The Write Attributes Structured command is generated when a device wishes to change the values of one or
more attributes located on another device. Each write attribute record SHALL contain the identifier and the
actual value of the attribute, or element thereof, to be written.

2.5.16.3 Effect on Receipt

On receipt of this command, the device SHALL attempt to process each specified write attribute record and
SHALL construct a write attribute structured response command. Each write attribute status record of the
constructed command SHALL contain the identifier from the corresponding write attribute record and a
status value evaluated as described below.

For each write attribute record included in the command frame, the device SHALL first check that it corre-
sponds to an attribute that is implemented on this device and that its associated selector field correctly in-
dicates either the whole of the attribute or an element of the attribute. If it does not (e.g., an index is greater
than the number of elements of an array), the device SHALL set the status field of the corresponding write
attribute status record to either UNSUPPORTED_ATTRIBUTE or INVALID_SELECTOR as appropriate
and move on to the next write attribute record.
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If the attribute identified by the attribute identifier is supported, the device SHALL check whether the at-
tribute data type field is correct. (Note: If the element being written is the zeroth element of an array (in order
to change the length of the array) the data type must be 16 bit unsigned integer). If not, the device SHALL set
the status field of the corresponding write attribute status record to INVALID_DATA_TYPE and move on to
the next write attribute record.

If the attribute data type is correct, the device SHALL check whether the attribute is writable. If the attribute
is designated as read only, the device SHALL set the status field of the corresponding write attribute status
record to READ_ONLY and move on to the next write attribute record. (Note: If an array may not have its
length changed, its zeroth element is read only).

If the attribute is writable, the device SHALL check that all the supplied basic (e.g., integer, floating point)
values in the attribute value field are within the specified ranges of the elements they are to be written to. If a
supplied value does not fall within the specified range of its target element, the device SHALL set the status
field of the corresponding write attribute status record to INVALID_VALUE, SHALL set the selector field
of that record to indicate that target element, and SHALL move on to the next write attribute record.

The returned selector SHALL have the number of indices necessary to specify the specific low-level element
that failed, which will be the same as or greater than the number of indices in the selector of the write attribute
record. Note that if the element being written is the zeroth element of an array (in order to change the length
of the array) and the requested new length is not acceptable to the application, the value being written is
considered outside the specified range of the element.

If the value supplied in the attribute value field is within the specified range of the attribute, the device
SHALL proceed as follows.

e Ifanelementisbeing added to a set, and there is an element of the set that has the same value as the value
to be added, the device SHALL set the status field of the corresponding write attribute status record to
DUPLICATE_ENTRY and move on to the next write attribute record.

o Else, if an element is being removed from a set or a bag, and there is no element of the set or bag that has
the same value as the value to be removed, the device SHALL set the status field of the corresponding
write attribute status record to NOT_FOUND and move on to the next write attribute record.

e  Otherwise, the device SHALL write, add or remove the supplied value to/from the identified attribute or
element, as appropriate, and SHALL move on to the next write attribute record. In this (successful) case,
a write attribute status record SHALL not be generated. (Note: If the element being written is the zeroth
element of an array, the length of the array SHALL be changed. If the length is reduced, the array is
truncated. If the length is increased, the content of new elements is application dependent.)

When all write attribute records have been processed, the device SHALL generate the constructed Write
Attributes Response command. If there are no write attribute status records in the constructed command,
because all attributes were written successfully, a single write attribute status record SHALL be included in
the command, with the status field set to SUCCESS and the attribute identifier field omitted.

2.5.17 Write Attributes Structured Response Command

2.5.17.1 Write Attributes Structured Response Command
Frame Format

The Write Attributes Response command frame SHALL be formatted as illustrated in Figure 2-34.

Figure 2-34. Write Attributes Structured Response Command Frame

Octets: Variable Variable Variable Variable
ZCL header Write attribute status Write attribute status Write attribute status
record 1 record 2 record n
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Each write attribute status record SHALL be formatted as illustrated in Figure 2-35.
Figure 2-35. Format of the Write Attribute Status Record Field

Octets: 1 2 Variable

Status Attribute identifier Selector

2.5.17.1.1 ZCL Header Fields

The frame control field SHALL be specified as follows. The frame type sub-field SHALL be set to indicate a
global command (0b00). The manufacturer specific sub-field SHALL be set to 0 if this command is being
used to Write Attributes defined for any cluster in the ZCL or 1 if this command is being used to write
manufacturer specific attributes.

The command identifier field SHALL be set to indicate the Write Attributes Structured response command
(see Table 2-3).

2.5.17.1.2 Status Field

The status field is 8 bits in length and specifies the status of the write operation attempted on this attribute, as
detailed in Effect on Receipt2.5.16.3.

Note that write attribute status records are not included for successfully written attributes, in order to save
bandwidth. In the case of successful writing of all attributes, only a single write attribute status record
SHALL be included in the command, with the status field set to SUCCESS and the attribute identifier and
selector fields omitted.

2.5.17.1.3 Attribute Identifier Field

The attribute identifier field is 16 bits in length and SHALL contain the identifier of the attribute on which the
write operation was attempted.

2.5.17.1.4 Selector Field

The selector field SHALL specify the element of the attribute on which the write operation that failed was
attempted. See Figure 2-33 for the structure of this field.

From the structure shown in Figure 2-33, note that for all attribute data types other than array or structure this
field consists of a single octet with value zero. For array or structure types, a single octet with value zero
indicates that no information is available about which element of the attribute caused the failure.

2.5.17.2 When Generated

The Write Attributes Structured response command is generated in response to a Write Attributes Structured
command.

2.5.17.3 Effect on Receipt

On receipt of this command, the device is notified of the results of its original Write Attributes Structured
command.

2.5.18 Discover Commands Received Command

This command may be used to discover all commands processed (received) by this cluster, including
optional or manufacturer-specific commands.
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2.5.18.1 Discover Commands Received Command Frame
Format
The discover server commands command frame SHALL be formatted as follows.

Figure 2-36. Format of the Discover Server Commands Command Frame

Octets: Variable 1 1

Field: ZCL header Start command identifier Maximum command identifiers

2.5.18.1.1 ZCL Header Fields

The frame control field SHALL be specified as follows. The frame type sub-field SHALL be set to indicate
a global command (0b00). The manufacturer-specific sub-field SHALL be set to 0 to discover standard
commands in a ZigBee cluster or 1 to discover manufacturer-specific commands in either a standard or a
manufacturer-specific cluster. A manufacturer ID in this field of Oxffff (wildcard) will discover any manu-
facture-specific commands. The direction bit SHALL be 0 (client to server) to discover commands that the
server can process. The direction bit SHALL be 1 (server to client) to discover commands that the client can
process.

The command identifier field SHALL be set to indicate the Discover Commands Received command.
2.5.18.1.2 Start Command Identifier Field

The start command identifier field is 8-bits in length and specifies the value of the identifier at which to begin
the command discovery.

2.5.18.1.3 Maximum Command ldentifiers Field

The maximum command identifiers field is 8-bits in length and specifies the maximum number of command
identifiers that are to be returned in the resulting Discover Commands Received Response.

2.5.18.2 When Generated

The Discover Commands Received command is generated when a remote device wishes to discover the
optional and mandatory commands the cluster to which this command is sent can process.

2.5.18.3 Effect on Receipt

On receipt of this command, the device SHALL construct an ordered list of command identifiers. This list
SHALL start with the first command that has an identifier that is equal to or greater than the identifier
specified in the start command identifier field. The number of command identifiers included in the list
SHALL not exceed that specified in the maximum command identifiers field.

2.5.19 Discover Commands Received Response

The Discover Commands Received Response command is sent in response to a Discover Commands Re-
ceived command, and is used to discover which commands a particular cluster can process.
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2.5.19.1 Discover Commands Received Response Frame

The Discover Commands Received Response command frame SHALL be formatted as shown below:

Figure 2-37. Format of the Discover Commands Received Response Frame

Octets: Variable 1 1 1 ... 1

Discovery Command Command Command

Field: ZCL Header complete identifier 1 identifier2 | identifier n

2.5.19.1.1 ZCL Header Fields

The frame control field SHALL be specified as follows. The frame type sub-field SHALL be set to indicate a
global command (0b00). The manufacturer-specific sub-field SHALL be set to the same value included in the
original discover commands command, with the exception that if the manufacture 1D is Oxffff (wildcard),
then the response will contain the manufacture ID of the manufacturer-specific commands, or will not be
present if the cluster supports no manufacturer-specific extensions, or the manufacturer wishes to hide the
fact that it supports extensions. The command identifier field SHALL be set to indicate the Discover
Commands Received Response command.

2.5.19.1.2 Discovery Complete Field

The discovery complete field is a boolean field. A value of 0 indicates that there are more commands to be
discovered. A value of 1 indicates that there are no more commands to be discovered.

2.5.19.1.3 Command ldentifier Field

The command identifier field SHALL contain the identifier of a discovered command. Commands SHALL
be included in ascending order, starting with the lowest attribute identifier that is greater than or equal to the
start attribute identifier field of the received discover server commands command.

2.5.19.2 When Generated

The Discover Commands Received Response is generated in response to a Discover Commands Received
command.

2.5.19.3 Effect on Receipt

On receipt of this command, the device is notified of the results of its command discovery request. Following
the receipt of this command, if the discovery complete field indicates that there are more commands to be
discovered, the device may choose to send subsequent discover command request commands to obtain the
rest of the command identifiers. In this case, the start command identifier specified in the next command
discovery request command SHOULD be set equal to one plus the last command identifier received in the
Discover Commands Received Response.

2.5.20 Discover Commands Generated Command

This command may be used to discover all commands which may be generated (sent) by the cluster, in-
cluding optional or manufacturer-specific commands.

2.5.20.1 Discover Commands Generated Command Frame
Format

With the exception of the command ID in the ZCL header, the Discover Commands Generated command
frame SHALL be formatted as described in sub-clause 2.5.18 and its subsections.
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2.5.20.2 When Generated

The Discover Commands Generated command is generated when a remote device wishes to discover the
commands that a cluster may generate on the device to which this command is directed.

2.5.20.3 Effect on Receipt

On receipt of this command, the device SHALL construct an ordered list of command identifiers. This list
SHALL start with the first command that has an identifier that is equal to or greater than the identifier
specified in the start command identifier field. The number of command identifiers included in the list
SHALL not exceed that specified in the maximum command identifiers field.

2.5.21 Discover Commands Generated Response

The Discover Commands Generated Response command is sent in response to a Discover Commands
Generated command, and is used to discover which commands a particular cluster supports.

2.5.21.1 Discover Commands Generated Response Frame

With the exception of the command ID in the ZCL header, the Discover Commands Generated Response
command frame SHALL be formatted as described in sub-clause 2.5.18 and its subsections.

2.5.21.2 When Generated

The Discover Commands Generated Response is generated in response to a Discover Commands Generated
command.

2.5.21.3 Effect on Receipt

On receipt of this command, the device is notified of the results of its Discover Commands Generated
command.

Following the receipt of this command, if the discovery complete field indicates that there are more com-
mands to be discovered, the device may choose to send subsequent Discover Commands Generated com-
mands to obtain the rest of the command identifiers. In this case, the start command identifier specified in the
next Discover Commands Generated command SHOULD be set equal to one plus the last command identi-
fier received in the Discover Commands Generated Response.

2.5.22 Discover Attributes Extended Command

This command is similar to the discover attributes command, but also includes a field to indicate whether the
attribute is readable, writeable or reportable.

2.5.22.1 Discover Attributes Extended Command Frame
Format

The Discover Attributes Extended command frame SHALL be formatted as illustrated as follows.

Figure 2-38. Format of the Discover Attributes Extended Command Frame

Octets: Variable 2 1

Field: ZCL Header Start attribute identifier Maximum attribute identifiers
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2.5.22.1.1 ZCL Header Fields

The frame control field SHALL be specified as follows. The frame type sub-field SHALL be set to indicate a
global command (0b00). The manufacturer-specific sub-field SHALL be set to 0 to discover standard at-
tributes in a ZigBee cluster or 1 to discover manufacturer-specific attributes in either a standard or a manu-
facturer-specific cluster. A manufacturer ID in this field of Oxffff (wildcard) will discover any manufac-
ture-specific attributes. The direction bit SHALL be 0 (client to server) to discover attributes that the server
hosts. The direction bit SHALL be 1 (server to client) to discover attributes that the client may host.

The command identifier field SHALL be set to indicate the Discover Attributes Extended command.
2.5.22.1.2 Start Attribute Identifier Field

The start attribute identifier field is 16-bits in length and specifies the value of the identifier at which to begin
the attribute discovery.

2.5.22.1.3 Maximum Attribute Identifiers Field

The maximum attribute identifiers field is 8 bits in length and specifies the maximum number of attribute
identifiers that are to be returned in the resulting Discover Attributes Extended Response command.

2.5.22.2 When Generated

The Discover Attributes Extended command is generated when a remote device wishes to discover the
identifiers and types of the attributes on a device which are supported within the cluster to which this
command is directed, including whether the attribute is readable, writeable or reportable.

2.5.22.3 Effect on Receipt

On receipt of this command, the device SHALL construct an ordered list of attribute information records,
each containing a discovered attribute identifier and its data type, in ascending order of attribute identifiers.
This list SHALL start with the first attribute that has an identifier that is equal to or greater than the identifier
specified in the start attribute identifier field. The number of attribute identifiers included in the list SHALL
not exceed that specified in the maximum attribute identifiers field.

2.5.23 Discover Attributes Extended Response Com-
mand

This command is sent in response to a Discover Attributes Extended command, and is used to determine if
attributes are readable, writable or reportable.

2.5.23.1 Discover Attributes Extended Response Com-
mand Frame Format

The Discover Attributes Extended Response command frame SHALL be formatted as illustrated as follows.

Figure 2-39. Format of the Discover Attributes Extended Response Command Frame

Octets: Variable 1 4 4 4

1 Discovery | Extended attribute | Extended attribute Extended attribute
Field: | ZCL header completé information 1 information 2 information n
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Each extended attribute information field SHALL be formatted as follows.
Figure 2-40. Format of the Extended Attribute Information Fields

Octets: 2 1 1

Field: Attribute identifier Attribute data type Attribute access control

2.5.23.1.1 ZCL Header Fields

The frame control field SHALL be specified as follows. The frame type sub-field SHALL be set to indicate a
global command (0b00). The manufacturer-specific sub-field SHALL be set to the same value included in the
original Discover Attributes Extended command, with the exception that if the manufacture ID is Oxffff
(wildcard), then the response will contain the manufacture ID of the manufacturer-specific attributes, or will
not be present if the cluster supports no manufacturer-specific extensions.

The command identifier field SHALL be set to indicate the Discover Attributes Extended Response com-
mand.

2.5.23.1.2 Discovery Complete Field

The discovery complete field is a boolean field. A value of 0 indicates that there are more attributes to be
discovered. A value of 1 indicates that there are no more attributes to be discovered.

2.5.23.1.3 Attribute Identifier Field

The attribute identifier field SHALL contain the identifier of a discovered attribute. Attributes SHALL be
included in ascending order, starting with the lowest attribute identifier that is greater than or equal to the start
attribute identifier field of the received discover attributes command.

2.5.23.1.4 Attribute Data Type Field
The attribute data type field SHALL contain the data type of the attribute.
2.5.23.1.5 Attribute Access Control Field

The attribute access control field SHALL indicate whether the attribute is readable, writable, and/or re-
portable. This is an 8-bit bitmask field as shown below: The bits are in little endian order (bit O is listed first).

Figure 2-41. Format of the Attribute Access Control Field

Bits: 1 1 1

Field: Readable Writeable Reportable

2.5.23.2 When Generated

The Discover Attributes Extended Response command is generated in response to a Discover Attributes
Extended command.

2.5.23.3 Effect on Receipt

On receipt of this command, the device is notified of the results of its Discover Attributes Extended com-
mand.

Following the receipt of this command, if the discovery complete field indicates that there are more attributes
to be discovered, the device may choose to send subsequent Discover Attributes Extended commands to
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obtain the rest of the attribute identifiers and access control. In this case, the start attribute identifier specified
in the next Discover Attributes Extended command SHOULD be set equal to one plus the last attribute
identifier received in the Discover Attributes Extended Response command.

2.6 Addressing, Types and Enumerations

2.6.1 Addressing

ZigBee uses a number of concepts to address applications , clusters, device descriptions, attributes and |
commands, each with their own constraints. This sub-clause details these constraints.

2.6.1.1 Profile Identifier

A profile identifier is 16 bits in length and specifies the application profile being used. A profile identifier
SHALL be set to one of the non-reserved values listed in Table 2-5. Please see [Z5], ZigBee Application
Architecture for more details.

Table 2-5. Valid Profile Identifier Values

Profile Identifier Description

0x0000 — Ox7fff Standard ZigBee application profile

0xc000 — Oxffff Manufacturer Specific application profile

all other values Reserved

2.6.1.2 Device Identifier

A device identifier is 16 bits in length and specifies a specific device within a standard. A device identifier
SHALL be set to one of the non-reserved values listed in Table 2-6. Please see [Z5], ZigBee Application
Architecture for more details.

Table 2-6. Valid Device Identifier Values

Device ldentifier Description

0x0000 — Oxbfff Standard ZigBee device description.

all other values Reserved

2.6.1.3 Cluster Identifier

A cluster identifier is 16 bits in length and identifies an instance of an implemented cluster specification (see
2.2.1.1). It SHALL be set to one of the non-reserved values listed in Table 2-7. Please see [Z5], ZigBee
Application Architecture for more details.

Table 2-7. Valid Cluster Identifier Values

Cluster Identifier Description

0x0000 — Ox7fff Standard ZigBee cluster

Oxfc00 — Oxffff Manufacturer specific cluster
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all other values Reserved

2.6.1.4 Attribute Identifier

An attribute identifier is 16 bits in length and specifies a single attribute within a cluster. An attribute iden-
tifier, defined within the ZCL, SHALL be set to one of the non-reserved values listed in Table 2-8. Undefined
cluster attributes are reserved for future cluster attributes. Global attributes are associated with all clusters
(see 2.3.5).

Table 2-8. Valid ZCL Defined Attribute Identifier Values

Attribute Identifier Description

0x0000 — Ox4fff Standard ZigBee attribute

0xf000 — Oxfffe Global Attributes

all other values Reserved

Manufacturer specific attributes within a standard ZigBee cluster can be defined over the full 16-bit range.
These may be manipulated using the global commands listed in Table 2-3, with the frame control field set to
indicate a manufacturer specific command (see 2.4). (Note that, alternatively, the manufacturer may define
his own cluster specific commands (see 2.4), re-using these command IDs if desired).

2.6.1.5 Command ldentifier

A command identifier is 8 bits in length and specifies a specific command within the ZCL as a whole or
within a specific cluster. A command identifier SHALL be set to one of the non-reserved values listed in
Table 2-9. Manufacturer specific commands within a standard ZigBee cluster can be defined over the full
8-bit range but each SHALL use the appropriate manufacturer code.

Table 2-9. Valid ZCL-Defined Command Identifier Values

Command Identifier Description

0x00 — Ox7f Standard ZigBee command or
Manufacture Specific command,
depending on the Frame Control
field in the ZCL Header

all other values Reserved

2.6.2 Data Types

Each attribute and command field in a cluster specification SHALL have a well defined data type. Each
attribute in a cluster specification SHALL map to a single data type identifier (data type ID), which describes
the length and general properties of the data type.
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New data type identifiers SHALL NOT be added to this table. It is encouraged that commonly used cluster
attribute and command field data types are added to this list and mapped to appropriate data type identifiers
with a unique name. Such common data types can then be reused instead of redefined in each specification.
For example: a percentage data type representing 0-100% with a unit size of .5 percent, would be mapped to
data type identifier 0x20 (also unsigned 8-bit integer), and perhaps named ‘Percent 8-bit .5-unit’ (short
named ‘percent8.5”).

Table 2-10 also indicates for each data type whether it defines an ‘'analog' or 'discrete' value. Values of
analog types may be added to or subtracted from other values of the same type, and are typically used to
measure the value of properties in the real world that vary continuously over a range. Values of discrete data
types only have meaning as individual values, and may not be added or subtracted.

Cluster specifications MAY use the unique data type short name to reduce the text size of the specification.
Table 2-10. Data Types

Class Data Type Short ID (Ig;g:?) Invalid Value

Null No data nodata 0x00 0 -
General data | 8-bit data data8 0x08 1 -
Discrete | 16-bit data datal6 0x09 2 -
24-bit data data24 0x0a 3 -
32-bit data data32 0x0b 4 -
40-bit data data40 0x0c 5 -
48-bit data data48 0x0d 6 -
56-bit data data56 0x0e 7 -
64-bit data data64 OxOf 8 -

S%%ir?;é Boolean bool 0x10 1 Oxff
Bitmap 8-bit bitmap map8 0x18 1 -
Discrete | 16-bit bitmap map16 0x19 2 -
24-bit bitmap map24 Ox1la 3 -
32-bit bitmap map32 Ox1b 4 -
40-bit bitmap map40 Ox1c 5 -
48-bit bitmap map48 Ox1d 6 -
56-bit bitmap map56 Oxle 7 -
64-bit bitmap map64 Ox1f 8 -

Unsigned | Unsigned 8-bit uint8 0x20 1 Oxff
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Length .
Class Data Type Short ID (Octets) Invalid Value
integer integer
Analog !Jn5|gned 16-bit uint16 0x21 2 OxFFEf
integer
Unsigned 24-bit uint24 0x22 3 OxFFfff
integer
Unsigned 32-bit uint32 0x23 4 OXFFFFFF
integer
Unsigned 40-bit uint4o 0x24 5 OXFFFFFFf
integer
Unsigned 48-bit intds 0x25 6 |OxFrfrt
integer
Unsigned 56-bit ints6 0x26 7 | oxFrfeeee
integer
Unsigned 64-bit uint64 0x27 8 OXFFFFFFFAFETFT
integer
Signed integer | Signed 8-bit integer int8 0x28 1 0x80
Analog Signed 16-bit integer int16 0x29 2 0x8000
Signed 24-bit integer int24 Ox2a 3 0x800000
Signed 32-bit integer int32 0x2b 4 0x80000000
Signed 40-bit integer int40 0x2c 5 0x8000000000
Signed 48-bit integer int48 0x2d 6 0x800000000000
Signed 56-bit integer int56 Ox2e 7 0x80000000000000
Signed 64-bit integer int64 Ox2f 8 0x8000000000000000
Enumeration | 8-bit enumeration enum8 0x30 1 Oxff
Discrete | 16-bit enumeration enum16 0x31 2 Oxffff
Floating point | Semi-precision semi 0x38 2 Not a Number
Analog Single precision single 0x39 4 Not a Number
Double precision double 0x3a 8 Not a Number
Strin i i
J Octet string octstr 0x41 [f)_eflned "1 oxff in first octet
) irst octet
Discrete
Character string string 0x42 I?_eflned "1 oxff in first octet
irst octet
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Length .
Class Data Type Short ID (Octets) Invalid Value
Defined in g
Long octet string octstrl6 0x43 first two OxffFin first two
octets
octets
Defined in g
Long character string | string16 0x44 first two OxffF in first two
octets
octets
Ordered 2 + sum of
sequence Array array 0x48 lengths of | Oxffff in first 2 octets
contents
Discrete
2 + sum of
Structure struct Ox4c lengths of [ Oxffff in first 2 octets
contents
Collection Sum of
Set set 0x50 lengths Number of elements
. returned as OXffff
Discrete of contents
Sum of
Number of elements
Bag bag 0x51 lengths returned as Oxffff
of contents
Time Time of day ToD 0xe0 4 OXFFFFFFFF
Analog Date date Oxel 4 OxFreffff
UTCTime UTC Oxe2 4 OXFFFfffff
Identifier [ Cluster ID clusterld 0xe8 2 OXFFFf
Discrete | Attribute 1D attribld 0xe9 2 Oxffff
BACnet OID bacOID Oxea 4 OxFFfFfff
Miscellaneous | |EEE address EUI64 0xf0 8 OXFFFFFEFFEFFFFFER
Discrete | 128-bit security key | key128 Oxf1 16 -
fixed or
Opaque opaque - defined
separately
Unknown | Unknown unk Oxff 0 -
2.6.2.1 No Data Type

The no data type is a special type to represent an attribute with no associated data.
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2.6.2.2 General Data (8, 16, 24, 32, 40, 48, 56 and 64-Dbit)

This type has no rules about its use, and may be used when a data element is needed but its use does not
conform to any of the standard types.

2.6.2.3 Boolean

The Boolean type represents a logical value, either FALSE (0x00) or TRUE (0x01). The value Oxff repre-
sents an invalid value of this type. All other values of this type are forbidden.

2.6.2.4 Bitmap (8, 16, 24, 32, 40, 48, 56 and 64-bit)

The Bitmap type holds 8, 16, 24, 32, 40, 48, 56 or 64 logical values, one per bit, depending on its length.
There is no value that represents an invalid value of this type.

2.6.25 Unsigned Integer (8, 16, 24, 32, 40, 48, 56 and
64-bit)

This type represents an unsigned integer with a decimal range of 0 to 25-1, 0 to 2'°-1, 0 to 2°*-1, 0 to 2%%-1, 0

to 2°-1, 0 to 2*8-1, 0 to 2°°-1, or 0 to 2°*-1, depending on its length. The values that represent an invalid value

of this type are Oxff, Oxffff, Oxffffff, OXFIffffff, OXFFFffffff, OXFIFFrffffff, OXFAFFFFfffff and OXFFFFFFFFFFFFffff
respectively.

2.6.2.6 Signed Integer (8, 16, 24, 32, 40, 48, 56 and
64-bit)

This type represents a signed integer with a decimal range of -(2’-1) to 2'-1, -(2*°-1) to 2%-1, -(2%-1) to 2%-1,
-(2%-1) to 2°1-1, -(2%-1) t0 2%-1, -(2*7-1) to 2*-1, -(2%°-1) t0 2°°-1, or -(2%3-1) to 2%-1, depending on its length.
The values that represent an invalid value of this type are 0x80, 0x8000, 0x800000, 0x80000000,
0x8000000000, 0x800000000000, 0x80000000000000 and 0x8000000000000000 respectively.

2.6.2.7 Enumeration (8-bit, 16-bit)

The Enumeration type represents an index into a lookup table to determine the final value. The values Oxff
and Oxffff represent invalid values of the 8-bit and 16-bit types respectively.

2.6.2.8 Semi-precision

The ZigBee semi-precision number format is based on the IEEE 754 standard for binary floating-point
arithmetic [E2]. This number format SHOULD be used very sparingly, when absolutely necessary, keeping
in mind the code and processing required supporting it.

The value is calculated as:
Value = -1%9" * (Hidden + Mantissa/1024) * 2 &xorent19)

Figure 2-42. Format of the ZigBee Semi-precision Number

Sign Exponent Hidden Mantissa
S |Es|Es|Ey|EL|Eo H | Mg | Mg | M7 [ Mg | M5 | My | M3 | My | My | Mg
bit | 15 10 9 0

Note: The transmission order for the format in Figure 2-42 is bit O first.
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For normalized numbers (>2*%), the hidden bit = 1 and the resolution is constant at 11 bits (1 in 2048).

For un-normalized numbers, the hidden bit = 0. Note that this does not maintain 11-bit resolution and that the
resolution becomes coarser as the number gets smaller.

The hidden bit is not sent over the link. It SHALL have the value ‘1” (i.e., normalized) in order to be classified
as a ZigBee semi-precision number.

The sign bit is set to O for positive values, 1 for negative.
The exponent is 5 bits. The actual exponent of 2 is calculated as (exponent — 15).
Certain values are reserved for specific purposes:

o Not a Number: this is used for undefined values (e.g., at switch-on and before initialization) and is
indicated by an exponent of 31 with a non-zero mantissa.

e Infinity: this is indicated by an exponent of 31 and a zero mantissa. The sign bit indicates whether this
represents + infinity or — infinity, the figure of 0x7c00 representing +co and 0xfc00 representing -oo.

e Zero: this isindicated by both a zero exponent and zero mantissa. The sign bit indicates whether this is +
or — zero, the value 0x0000 representing +zero and 0x8000 representing —zero.

e Un-normalized numbers: numbers < 2™* are indicated by a value of 0 for the exponent. The hidden bit
is set to zero.

The maximum value represented by the mantissa is 0x3ff / 1024. The largest number that can be represented
is therefore:

-1519 % (1 +1023/1024) * 2 19 = 119990234 * 32768 = + 65504

Certain applications may choose to scale this value to allow representation of larger values (with a corre-
spondingly more coarse resolution). For details, see the relevant device descriptions.

For example, a value of +2 is represented by +2%*® * 1.0 = 0x4000, while a value of —2 is represented by
0xc000.

Similarly, a value of +0.625 is represented by +2®"* * 1,625 = 0x4680, while —0.625 is represented by
0xc680.

2.6.2.9 Single Precision

The format of the single precision data type is based on the IEEE 754 standard for binary floating-point
arithmetic [E2]. This number format SHOULD be used very sparingly, when absolutely necessary, keeping
in mind the code and processing required supporting it.

The format and interpretation of values of this data type follow the same rules as given for the semi-precision
data type, but with longer sub-fields, as follows.

Length of mantissa = 23 bits, length of exponent = 8 bits
For further details, see [E2].

2.6.2.10 Double Precision

The format of the double precision data type is based on the IEEE 754 standard for binary floating-point
arithmetic [E2]. This number format SHOULD be used very sparingly, when absolutely necessary, keeping
in mind the code and processing required supporting it.

The format and interpretation of values of this data type follow the same rules as given for the semi-precision
data type, but with longer sub-fields, as follows.

Length of mantissa = 52 bits, length of exponent = 11 bits
For further details, see [E2].
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2.6.2.11 Octet String

The octet string data type contains data in an application-defined format, not defined in this specification.
The octet string data type is formatted as illustrated in Figure 2-43.

Figure 2-43. Format of the Octet String Type

Octets: 1 Variable

Octet count Octet data

The octet count sub-field is one octet in length and specifies the number of octets contained in the octet data
sub-field.

Setting this sub-field to 0x00 represents an octet string with no octet data (an “empty string”). Setting this
sub-field to Oxff represents an invalid octet string value. In both cases the octet data sub-field has zero length.

The octet data sub-field is n octets in length, where n is the value of the octet count sub-field. This sub-field
contains the application-defined data.

2.6.2.12 Character String

The character string data type contains data octets encoding characters according to the language and char-
acter set field of the complex descriptor (see [Z1]). If not specified by the complex descriptor, the default
character encoding SHALL be UTF-8. The character string data type SHALL be formatted as illustrated in
Figure 2-44.

Figure 2-44. Format of the Character String Type

Octets: 1 Variable

Character data length Character data

The character data length sub-field is one octet in length and specifies the length of the character data
sub-field. (Note: for the ISO 646 ASCII character set, this is the same as the number of characters in the
string. For other codings, this may not be the case.)

Setting this sub-field to 0x00 represents a character string with no character data (an “empty string”). Setting
this sub-field to Oxff represents an invalid character string value. In both cases the character data sub-field has
zero length.

The character data sub-field contains the encoded characters that comprise the desired character string. Its
length is the sum of the lengths of the characters as specified by the language and character set fields of the
complex descriptor.

A character string with no contents, i.e., with the character count sub-field equal to 0x00 and a zero length
character data sub-field, SHALL be referred to as an 'empty string'.

2.6.2.13 Long Octet String

The long octet string data type contains data in an application-defined format, not defined in this specifica-
tion. The long octet string data type is formatted as illustrated in Figure 2-45.

Figure 2-45. Format of the Long Octet String Type

Octets: 2 Variable

Octet count Octet data
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The octet count sub-field is two octets in length and specifies the number of octets contained in the octet data
sub-field. It has the same format as a 16-bit unsigned integer (see 2.6.2.5).

Setting this sub-field to 0x0000 represents a long octet string with no octet data (an “empty string”). Setting
this sub-field to Oxffff represents an invalid long octet string value. In both cases the octet data sub-field has
zero length.

The octet data sub-field is n octets in length, where n is the value of the octet count sub-field. This sub-field
contains the application-defined data.

2.6.2.14 Long Character String

The long character string data type contains data octets encoding characters according to the language and
character set field of the complex descriptor (see [Z1]). If not specified by the complex descriptor, the default
character encoding SHALL be UTF-8. The long character string data type is formatted as illustrated in Figure
2-46.

Figure 2-46. Format of the Long Character String Type

Octets: 2 Variable

Character count Character data

The character count sub-field is two octets in length and specifies the length of the character data sub-field.
(Note: for the 1SO 646 ASCII character set, this is the same as the number of characters in the string. For
other codings, this may not be the case.) It has the same format as a 16-bit unsigned integer (see 2.6.2.5).

Setting this sub-field to 0x0000 represents a long character string with no character data (an “empty string”).
Setting this sub-field to Oxffff represents an invalid long character string value. In both cases the character
data sub-field has zero length.

The character data sub-field contains the encoded characters that comprise the desired character string. Its
length is the sum of the lengths of the characters as specified by the language and character set fields of the
complex descriptor.

A character string with no contents, i.e., with the character count sub-field equal to 0x0000 and a zero length
character data sub-field, SHALL be referred to as an 'empty string'.

2.6.2.15 Array

An array is an ordered sequence of zero or more elements, all of the same data type. This data type may be
any ZCL defined data type, including array, structure, bag or set. The total nesting depth is limited to 15, and
may be further limited by an application.

Individual elements may be accessed by an index of type 16-bit unsigned integer. Elements are numbered
from 1 upwards. The zeroth element is readable, always has type 16 bit unsigned integer, and holds the
number of elements contained in the array, which may be zero. If the zeroth element contains Oxffff, the array
is considered invalid / undefined.

The zeroth element may also, as an implementation option, be writeable, in order to change the size of the
array (see 2.5.16.1 for details).

Arrays are 'packed’, i.e., there is no concept of a 'null' element. However, if an element has a simple (un-
structured) type, and that type has an 'invalid number' value defined (see Table 2-10), that value indicates that
the element is invalid / undefined.

Copyright © 2007-2016, The ZigBee Alliance. All rights reserved. Page 2-47



Chapter 2 ZigBee Cluster Library Specification
Foundation ZigBee Document — 075123

2.6.2.16 Structure

A structure is an ordered sequence of elements, which may be of different data types. Each data type may be
any ZCL defined data type, including array, structure, bag or set. The total nesting depth is limited to 15, and
may be further limited by an application.

Individual elements may be accessed by an index of type 16-bit unsigned integer. Elements are numbered
from 1 upwards. The zeroth element is readable, always has type 16 bit unsigned integer, and holds the
number of elements contained in the structure, which may be zero. If the zeroth element contains Oxffff, the
array is considered invalid / undefined. The zeroth element may not be written to.

Structures are 'packed’, i.e., there is no concept of a 'null' element. However, if an element has a simple
(unstructured) type, and that type has an ‘invalid number' value defined (see Table 2-10), that value indicates
that the element is undefined.

2.6.2.17 Set

A set is a collection of elements with no associated order. Each element has the same data type, which may be
any ZCL defined data type, including array, structure, bag or set. The nesting depth is limited to 15, and may
be further limited by an application.

Elements of a set are not individually addressable, so may not be individually read or modified. Sets may
only be read in their entirety. Individual elements may be added to a set or removed from a set; removal is
done by value.

The maximum number of elements in a set is Oxfffe. If the number of elements is returned by a read command
as Oxffff, this indicates that it is invalid / undefined.

No two elements of a set may have the same value.

2.6.2.18 Bag

A bag behaves exactly the same as a set, except that the restriction that no two elements may have the same
value is removed.

2.6.2.19 Time of Day
The Time of Day data type SHALL be formatted as illustrated in Figure 2-47.
Figure 2-47. Format of the Time of Day Type

Octets: 1 1 1 1

Hours Minutes Seconds Hundredths

The hours subfield represents hours according to a 24 hour clock. The range is from 0 to 23.
The minutes subfield represents minutes of the current hour. The range is from 0 to 59.

The seconds subfield represents seconds of the current minute. The range is from 0 to 59.
The hundredths subfield represents 100ths of the current second. The range is from 0 to 99.

A value of Oxff in any subfield indicates an unused subfield. If all subfields have the value 0xff, this indicates
an invalid or 'don't care' value of the data type.

2.6.2.20 Date
The Date data type SHALL be formatted as illustrated in Figure 2-48.
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Figure 2-48. Format of the Date Type

Octets: 1 1 1 1

Year - 1900 Month Day of month Day of week

The year - 1900 subfield has a range of 0 to 255, representing years from 1900 to 2155.
The month subfield has a range of 1 to 12, representing January to December.

The day of month subfield has a range of 1 to 31. Note that values in the range 29 to 31 may be invalid,
depending on the month and year.

The day of week subfield has a range of 1 to 7, representing Monday to Sunday.

A value of Oxff in any subfield indicates an unused subfield. If all subfields have the value 0xff, this indicates
an invalid or 'don't care' value of the data type.

2.6.2.21 UTCTime

UTCTime is an unsigned 32-bit value representing the number of seconds since 0 hours, 0 minutes, 0 se-
conds, on the 1st of January, 2000 UTC (Universal Coordinated Time). The value that represents an invalid
value of this type is OXffffffff.

Note that UTCTime does not hold a standard textual representation of Universal Coordinated Time (UTC).
However, UTC (to a precision of one second) may be derived from it.

2.6.2.22 Cluster ID

This type represents a cluster identifier as defined in 2.6.1.3.

2.6.2.23 Attribute ID

This type represents an attribute identifier as defined in 2.6.1.4.

2.6.2.24 BACnet OID (Object Identifier)

The BACnet OID data type is included to allow interworking with BACnet (see [A1]). The format is de-
scribed in the referenced standard.

2.6.2.25 |EEE Address

The IEEE Address data type is a 64-bit IEEE address that is unique to every ZigBee device. A value of
OxFFFFFFFFFfFfFfff indicates that the address is unknown.

2.6.2.26 128-bit Security Key
The 128-bit Security Key data type is for use in ZigBee security, and may take any 128-bit value.

2.6.2.27 Opaque

Fixed block or series of octets where the length is determined separately. The length SHALL be fixed in the
specification or determined from information from another part of the protocol. The format of the data MAY
also be unknown. It is not recommended to use this data type, when a more well defined data type exists.

This data type SHALL NOT be used as a cluster attribute, or have a Data Type Id.
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2.6.2.28 Unknown

This data type SHALL NOT be used for a cluster attribute or frame data field. This is not an actual data type.
It is listed here for completeness and to reserve the data type identifier for use where one is required to
designate that a data type is unknown. It SHALL never be used to identify actual data as unknown. If the
structure, format, or length of data is unknown, or an existing data type cannot be used, then the Opaque data
type SHALL be used.

2.6.3 Status Enumerations

Where a ZCL command contains a status field, the actual value of the enumerated status values are listed in
Table 2-11.

Table 2-11. Enumerated Status Values Used in the ZCL

Enumerated Status Value | Description
SUCCESS 0x00 | Operation was successful.
FAILURE 0x01 | Operation was not successful.

The sender of the command does not have authori-

NOT_AUTHORIZED Ox7e - .
- zation to carry out this command.

RESERVED_FIELD_NOT_ZERO Ox7f calrﬁzerved field/subfield/bit contains a non-zero
The command appears to contain the wrong fields,
as detected either by the presence of one or more

MALEORMED COMMAND 0x80 invalid field entrles_ or by there being mlssmg.flelds.

- Command not carried out. Implementer has discre-

tion as to whether to return this error or INVA-
LID_FIELD.

UNSUP CLUSTER COMMAND 0x81 The spe_cmed cluster comman(_j is not supported on

- - the device. Command not carried out.
UNSUP_GENERAL_COMMAND 0x82 The specified general ZCL command is not sup-

ported on the device.

A manufacturer specific unicast, cluster specific
command was received with an unknown manu-
facturer code, or the manufacturer code was recog-
nized but the command is not supported.

UNSUP_MANUF_CLUSTER_COMMAND | 0x83

A manufacturer specific unicast, ZCL specific
command was received with an unknown manu-
facturer code, or the manufacturer code was recog-
nized but the command is not supported.

UNSUP_MANUF_GENERAL_COMMAND | 0x84

At least one field of the command contains an in-
INVALID_FIELD 0x85 | correct value, according to the specification the
device is implemented to.

UNSUPPORTED_ATTRIBUTE 0x86 | The specified attribute does not exist on the device.

Out of range error, or set to a reserved value. At-

INVALID_VALUE 0x87 tribute keeps its old value.
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Enumerated Status Value | Description
Note that an attribute value may be out of range if an
attribute is related to another, e.g., with minimum
and maximum attributes. See the individual attribute
descriptions for specific details.
READ_ONLY 0x88 | Attempt to write a read only attribute.
An operation failed due to an insufficient amount of
INSUFFICIENT_SPACE 0x89 free space available™™
An attempt to create an entry in a table failed due to
DUPLICATE_EXISTS 0x8a a duplicate entry already being present in the table.
The requested information (e.g., table entry) could
NOT_FOUND 0x8b not be found.
UNREPORTABLE_ATTRIBUTE 0x8c | Periodic reports cannot be issued for this attribute.
INVALID DATA TYPE 0x8d The data type given for an attribute is incorrect.
- - Command not carried out.
INVALID_SELECTOR 0x8e | The selector for an attribute is incorrect.
A request has been made to read an attribute that the
WRITE_ONLY 0x8f requestor is not authorized to read. No action taken.
Setting the requested values would put the device in
INCONSISTENT_STARTUP_STATE 0x90 an inconsistent state on startup. No action taken.
An attempt has been made to write an attribute that
DEFINED_OUT_OF_BAND 0x91 | is present but is defined using an out-of-band
method and not over the air.
INCONSISTENT 0x92 The su_pplled values (e.g., contents of table cells) are
Inconsistent.
The credentials presented by the device sending the
ACTION_DENIED 0x93 command are not sufficient to perform this action.
TIMEOUT 0x94 ;Ii':; exchange was aborted due to excessive response
ABORT 0x95 Failed case when a client or a server decides to abort
the upgrade process.
Invalid OTA upgrade image (ex. failed signature
INVALID_IMAGE 0x96 | validation or signer information check or CRC
check).
WAIT_FOR_DATA 0x97 | Server does not have data block available yet.
NO_IMAGE_AVAILABLE 0x98 (l:\:?enOtTA upgrade image available for a particular
REQUIRE_MORE_IMAGE 0x99 | The client still requires more OTA upgrade image

11 CCB 2092
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Enumerated Status Value | Description
files in order to successfully upgrade.
NOTIFICATION_PENDING 0x9a The command has been received and is being pro-
cessed.
HARDWARE FAILURE 0xc0 lfi?l Lj)rpeeratlon was unsuccessful due to a hardware
SOFTWARE_FAILURE oxcl lfi?l L(J)rpeeratlon was unsuccessful due to a software
CALIBRATION_ERROR 0xc2 | An error occurred during calibration.
| | UNSUPPORTED_CLUSTER™ 0xc3 | The cluster is not supported

| 2 CCB 1485 and 1319
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CHAPTER 3 GENERAL

The ZigBee Cluster Library is made of individual chapters such as this one. See Document Control in the
ZigBee Cluster Library for a list of all chapters and documents. References between chapters are made using
a X.Y notation where X is the chapter and Y is the sub-section within that chapter. References to external
documents are contained in Chapter 1 and are made using [Rn] notation.

3.1 General Description

3.1.1 Introduction

The clusters specified in this document are included here because they are sufficiently general to be of use
across a wide range of application domains. Many of these clusters are utility clusters.

3.1.2 Cluster List

The clusters defined in this document are listed in Table 3-1 to Table 3-3.

Table 3-1. Device Configuration and Installation Clusters

ID Cluster Name Description
Attributes for determining basic information about a device, setting
0x0000 | Basic user device information such as description of location, and enabling a
device.
Power Configura- | Attributes for determining more detailed information about a device’s
0x0001 |.. L
tion power source(s), and for configuring under/over voltage alarms.

Device Temperature | Attributes for determining information about a device’s internal tem-

0x0002 configuration perature, and for configuring under/over temperature alarms.

Attributes and commands for putting a device into Identification mode

0x0003 | Identify (e.g., flashing a light)
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Figure 3-1. Typical Usage of Device Configuration and Installation Clusters

Configuration tool Any device
R N\
c Basic s
¢ [—Power configuration— g

Device temperature

c configuration S
C Identify S

) T,
C | = Client S | = Server

Note: Device names are examples for illustration purposes only

Table 3-2. Groups and Scenes Clusters

ID Name | Description

Attributes and commands for allocating a device to one or more of a number of groups
0x0004 | Groups - -
of devices, where each group is addressable by a group address.

Attributes and commands for setting up and recalling a number of scenes for a device.
0x0005 [ Scenes s . .
Each scene corresponds to a set of stored values of specified device attributes.

Table 3-3. On/Off and Level Control Clusters

ID Name Description
0x0006 | On/Off Attributes and commands for switching devices between ‘On’ and ‘Off” states.
0x0007 On/Off Switch Attributes and commands for configuring on/off switching devices

Configuration

Attributes and commands for controlling a characteristic of devices that can be

0x0008 | Level Control set to a level between fully ‘On’ and fully ‘Off.
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Figure 3-2. Typical Usage of On/Off and Level Control Clusters

Configuration tool On/off switch Simple lamp
C On/off S
| Onloff switch___|
c configuration S
Dimmer switch Dimmable lamp

c On/off S

On/off switch

configuration | S C ——Level control S

C | =Client S | =Server

Note: Device names are examples for illustration purposes only

Table 3-4. Alarms Cluster

ID Name | Description

Alarms | Attributes and commands for sending alarm notifications and configuring alarm func-

0x0009 tionality.

Figure 3-3. Typical Usage of the Alarms Cluster

Network management device Any device

)
S

Alarms

Configuration
Notification

-

—

C | =Client S | = Server

Note: Device names are examples for illustration purposes only

Table 3-5. Other Clusters

ID Name Description

0x000a | Time Attributes and commands that provide an interface to a real-time clock.
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Attributes and commands for exchanging location information and chan-
. nel parameters among devices, and (optionally) reporting data to a cen-
0x000b  RSSI Location tralized device that collects data from devices in the network and calcu-
lates their positions from the set of collected data.
0x0b05 | Diagnostics A_ttrlbutes and commands that provide an interface to diagnostics of the
ZigBee stack
0x0020 | Poll Control Attrlputes and co_mmands that provide an interface to control the polling of
sleeping end device
0x001a | Power Profile Attrlb_utes and commands that provide an interface to the power profile of
a device
0x0b01 | Meter Identification | Attributes and commands that provide an interface to meter identification

Figure 3-4. Typical Usage of the Location Cluster with Centralized Device

Centralized device

Anchor device

e.g. gateway Any device (known location)
T e.g. mobile terminal
S 0) Anchor Node Announce
'R
o
c (1) Send Pings—p»| f—i{2) RSSI| Ping X N—»{ 8
o =
§ RSS ¢ g
(5) Report l_
3] C [ % pienwirments S g [—{3) RSSI Request—p» §
7] E
o0 | (8) Set Absolute
Location | —(4) RSS| Response—
VI A, —/
C | = Client S |=Server

Note: Device names are examples for illustration purposes only

Table 3-6. Generic Clusters

ID Cluster Name Description

Analog Input An interface for reading the value of an analog measurement and accessing
0x000c . . e

(basic) various characteristics of that measurement.

Analog Output | An interface for setting the value of an analog output (typically to the envi-
0x000d . . . o

(basic) ronment) and accessing various characteristics of that value.

Analog Value An interface for setting an analog value, typically used as a control system
0x000e . : . -

(basic) parameter, and accessing various characteristics of that value.

Binary Input An interface for reading the value of a binary measurement and accessing
0x000f . . o

(basic) various characteristics of that measurement.
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ID [Cluster Name | Description
0x0010 Binary Output [ An interface for setting the value of a binary output (typically to the envi-
(basic) ronment) and accessing various characteristics of that value.
Binary Value An interface for setting a binary value, typically used as a control system
0x0011 - ; : S
(basic) parameter, and accessing various characteristics of that value.
Multistate Input | An interface for reading the value of a multistate measurement and accessing
0x0012 - . e
(basic) various characteristics of that measurement.
0x0013 Multistate Out- [ An interface for setting the value of a multistate output (typically to the en-
put (basic) vironment) and accessing various characteristics of that value.
Multistate Value | An interface for setting a multistate value, typically used as a control system
0x0014 - ; . Jr
(basic) parameter, and accessing various characteristics of that value.

Figure 3-5. Example Usage of the Input, Output and Value Clusters

Security device

Binary Input (Basic) Cluster
used as Occupancy Sensor

Application Type = 0x03000053 )

Binary Input (Basic) Cluster used\
as Glass Breakage Sensor

Application Type = 0x03010000 )

Binary Input (Basic) Cluster 3
used as Occupancy Control
Application Type = 0x04010001 )

C | =Client S | =Server

Note: Device names are examples for illustration purposes only

3.2 Basic

3.2.1 Overview

Please see Chapter 2 for a general cluster overview defining cluster architecture, revision, classification,
identification, etc.

This cluster supports an interface to the node or physical device. It provides attributes and commands for
determining basic information, setting user information such as location, and resetting to factory defaults.
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Note: Where a node supports multiple endpoints it will often be the case that many of these settings will
apply to the whole node, that is, they are the same for every endpoint on the node. In such cases they can be
implemented once for the node, and mapped to each endpoint.

3.2.1.1 Revision History

Rev | Description

1 | mandatory global Cluster Revision attribute added; ZCLVersion set to 0x02

3.2.1.2 Classification

Hierarchy Role PICS Code

Base Utility B

3.2.1.3 Cluster Identifiers

Identifier | Name

0x0000 | Basic

3.2.2 Server

3.2.2.1 Dependencies

For the alarms functionality of this cluster to be operational, the Alarms cluster server SHALL be imple-
mented on the same endpoint.

3.2.2.2 Attributes

The Basic cluster attributes are summarized in Table 3-7.
Table 3-7. Attributes of the Basic Cluster

Id(_anti— Name Data
fier Type Range Access Default M/O

0x0000 | zCLVersion uint8 0x00 — Oxff | Read Only 0x02 M
0x0001 |ApplicationVersion uint8 0x00 — Oxff | Read Only 0x00 O
0x0002 | StackVersion uint8 0x00 — Oxff | Read Only 0x00 0]
0x0003 | HWVersion uint8 0x00 — Oxff [ Read Only 0x00 )
0x0004 |ManufacturerName | string | 0-—32bytes |Read Only Empty string 0
0x0005 | Modelldentifier string [ 0-32bytes |Read Only Empty string o
0x0006 | DateCode string | 0-16 bytes [Read Only Empty string 0]
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Idgnti- Name Data
fier Type Range Access Default M/O

0x0007 | PowerSource enum8 | 0x00 —Oxff [Read Only 0x00 M
0x0010 |LocationDescription | String | 0—16 bytes | Read Write Empty string 0o
0x0011 |PhysicalEnvironment |€num8| 0x00-Oxff | Read Write 0x00 o
0x0012 | DeviceEnabled bool 0x00 — 0x01 [ Read Write 0x01 o
0x0013 | AlarmMask map8 000000xx [ Read Write 0x00 o
0x0014 | DisableLocalConfig map8 000000xx [ Read Write 0x00 o
0x4000 [SWBLUIildID string | Up to 16 bytes | Read Only Empty string 0]

3.2.2.2.1 ZCLVersion Attribute

The ZCLVersion attribute represents a published set of foundation items (in Chapter 2), such as global
commands and functional descriptions.For this version of the ZCL, this attribute SHALL be set to 0x02.

3.2.2.2.2 ApplicationVersion Attribute

The ApplicationVersion attribute is 8 bits in length and specifies the version number of the application
software contained in the device. The usage of this attribute is manufacturer dependent.

3.2.2.2.3 StackVersion Attribute

The StackVersion attribute is 8 bits in length and specifies the version number of the implementation of the
ZigBee stack contained in the device. The usage of this attribute is manufacturer dependent.

3.2.2.2.4 HWVersion Attribute

The HWVersion attribute is 8 bits in length and specifies the version number of the hardware of the device.
The usage of this attribute is manufacturer dependent.

3.2.2.2.5 ManufacturerName Attribute

The ManufacturerName attribute is a maximum of 32 bytes in length and specifies the name of the manu-
facturer as a ZigBee character string.

3.2.2.2.6 Modelldentifier Attribute

The Modelldentifier attribute is a maximum of 32 bytes in length and specifies the model number (or other
identifier) assigned by the manufacturer as a ZigBee character string.

3.2.2.2.7 DateCode Attribute

The DateCode attribute is a ZigBee character string with a maximum length of 16 bytes. The first 8 char-
acters specify the date of manufacturer of the device in international date notation according to 1SO 8601, i.e.,
YYYYMMDD, e.g., 20060814.

The final 8 characters MAY include country, factory, line, shift or other related information at the option of
the manufacturer. The format of this information is manufacturer dependent.
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3.2.2.2.8 PowerSource Attribute

The PowerSource attribute is 8 bits in length and specifies the source(s) of power available to the device. Bits
by_bs of this attribute represent the primary power source of the device and bit b; indicates whether the device
has a secondary power source in the form of a battery backup.

Bits by_bg of this attribute SHALL be set to one of the non-reserved values listed in Table 3-8.

Table 3-8. Values of the PowerSource Attribute

Attribute Value b6-b0 | Description
0x00 Unknown
0x01 Mains (single phase)
0x02 Mains (3 phase)
0x03 Battery
0x04 DC source
0x05 Emergency mains constantly powered
0x06 Emergency mains and transfer switch

Bit b, of this attribute SHALL be set to 1 if the device has a secondary power source in the form of a battery
backup. Otherwise, bit b; SHALL be set to 0.

3.2.2.2.9 LocationDescription Attribute

The LocationDescription attribute is a maximum of 16 bytes in length and describes the physical location of
the device as a ZigBee character string. This location description MAY be added into the device during
commissioning.

3.2.2.2.10 PhysicalEnvironment Attribute

The PhysicalEnvironment attribute is 8 bits in length and specifies the type of physical environment in which
the device will operate. This attribute SHALL be set to one of the non-reserved values listed in Table 3-9. All
values are valid for endpoints supporting all profiles except when noted.

Table 3-9. Values of the PhysicalEnvironment Attribute

PhysichEnviron ment Description
Attribute Value

0x00 Unspecified environment
0x01 Mirror (ZSE Profile)
0x01 Atrium
0x02 Bar
0x03 Courtyard
0x04 Bathroom
0x05 Bedroom
0x06 Billiard Room
0x07 Utility Room
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Physica.IEnviron ment Description
Attribute Value

0x08 Cellar
0x09 Storage Closet
0x0a Theater
0x0b Office
0x0c Deck
0x0d Den
0x0e Dining Room
0xof Electrical Room
0x10 Elevator
0x11 Entry
0x12 Family Room
0x13 Main Floor
0x14 Upstairs
0x15 Downstairs
0x16 Basement/Lower Level
0x17 Gallery
0x18 Game Room
0x19 Garage
Oxla Gym
Ox1b Hallway
Ox1c House
0x1d Kitchen
Oxle Laundry Room
Ox1f Library
0x20 Master Bedroom
0x21 Mud Room (small room for coats and boots)
0x22 Nursery
0x23 Pantry
0x24 Office
0x25 Outside
0x26 Pool
0x27 Porch
0x28 Sewing Room
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PhysicalEnvironment

Attribute Value Description
0x29 Sitting Room
0x2a Stairway
0x2b Yard
0x2c Attic
Ox2d Hot Tub
0x2e Living Room
Ox2f Sauna
0x30 Shop/Workshop
0x31 Guest Bedroom
0x32 Guest Bath
0x33 Powder Room (1/2 bath)
0x34 Back Yard
0x35 Front Yard
0x36 Patio
0x37 Driveway
0x38 Sun Room
0x39 Living Room
0x3a Spa
0x3b Whirlpool
0x3c Shed
0x3d Equipment Storage
0x3e Hobby/Craft Room
Ox3f Fountain
0x40 Pond
0x41 Reception Room
0x42 Breakfast Room
0x43 Nook
0x44 Garden
0x45 Balcony
0x46 Panic Room
0x47 Terrace
0x48 Roof
0x49 Toilet
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Physica.IEnviron ment Description
Attribute Value

Ox4a Toilet Main
Ox4b Outside Toilet
Ox4c Shower room
0x4d Study
Ox4e Front Garden
Ox4f Back Garden
0x50 Kettle
0x51 Television
0x52 Stove
0x53 Microwave
0x54 Toaster
0x55 Vacuum
0x56 Appliance
0x57 Front Door
0x58 Back Door
0x59 Fridge Door
0x60 Medication Cabinet Door
0x61 Wardrobe Door
0x62 Front Cupboard Door
0x63 Other Door
0x64 Waiting Room
0x65 Triage Room
0x66 Doctor’s Office
0x67 Patient’s Private Room
0x68 Consultation Room
0x69 Nurse Station
0Ox6a Ward
0x6b Corridor
0x6¢ Operating Theatre
0x6d Dental Surgery Room
Ox6e Medical Imaging Room
0x6f Decontamination Room
Oxff Unknown environment
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3.2.2.2.11 DeviceEnabled Attribute

The DeviceEnabled attribute is a Boolean and specifies whether the device is enabled or disabled. This
attribute SHALL be set to one of the non-reserved values listed in Table 3-10.

Table 3-10. Values of the DeviceEnable Attribute

DeviceEnable Attribute Value Description
0x00 Disabled
0x01 Enabled

'Disabled’ means that the device does not send or respond to application level commands, other than com-
mands to read or write attributes. Values of attributes which depend on the operation of the application MAY
be invalid, and any functionality triggered by writing to such attributes MAY be disabled. ZigBee networking
functionality remains operational.

If implemented, the identify cluster cannot be disabled, i.e., it remains functional regardless of this setting.
3.2.2.2.12 AlarmMask Attribute

The AlarmMask attribute is 8 bits in length and specifies which of a number of general alarms MAY be
generated, as listed in Table 3-11. A ‘1’ in each bit position enables the associated alarm.

Table 3-11. Values of the AlarmMask Attribute

Attribute Bit Number Alarm Code Alarm
0 0 General hardware fault
1 1 General software fault

These alarms are provided as basic alarms that a device MAY use even if no other clusters with alarms are
present on the device.

3.2.2.2.13 DisableLocalConfig Attribute
The DisableLocalConfig attribute allows a number of local device configuration functions to be disabled.
Table 3-12. Values of the DisableLocalConfig Attribute

Attribute Bit Number | Description

0 = Reset (to factory defaults) enabled
1 = Reset (to factory defaults) disabled

0 = Device configuration enabled
1 = Device configuration disabled

The intention of this attribute is to allow disabling of any local configuration user interface, for example to
prevent reset or binding buttons being activated by non-authorized persons in a public building.

Bit 0 of the DisableLocalConfig attribute disables any factory reset button (or equivalent) on the device. Bit 1
disables any device configuration button(s) (or equivalent)—for example, a bind button.

3.2.2.2.14 SWBuildID Attribute

The SWBuIldID attribute represents a detailed, manufacturer-specific reference to the version of the software.

Page 3-12 Copyright © 2007-2016, The ZigBee Alliance. All rights reserved.



ZigBee Cluster Library Specification Chapter 3
ZigBee Document — 075123 General

3.2.2.3 Commands Received
The command IDs for the Basic cluster are listed in Table 3-13.
Table 3-13. Received Command IDs for the Basic Cluster

Command ldentifier Description M/O

0x00 Reset to Factory Defaults 0

3.2.2.3.1 Reset to Factory Defaults Command

This command does not have a payload.

3.2.2.3.1.1 Effect on Receipt

On receipt of this command, the device resets all the attributes of all its clusters to their factory defaults.

Note that ZigBee networking functionality,bindings, groups, or other persistent data are not affected by this |
command.

3.2.24 Commands Generated

No commands are generated by the server cluster.

3.2.3 Client

The client has no dependencies or attributes. No cluster specific commands are received by the client.

The cluster specific commands generated by the client cluster are those received by the server, as required by
the application.

3.3 Power Configuration

3.3.1 Overview

Please see Chapter 2 for a general cluster overview defining cluster architecture, revision, classification,
identification, etc.

Attributes for determining detailed information about a device’s power source(s) and for configuring un-
der/over voltage alarms.

3.3.1.1 Revision History

Rev | Description

global mandatory ClusterRevision attribute added; mains power lost alarm added to
MainsAlarmMask; CCB 1809

3.3.1.2 Classification

Hierarchy Role PICS Code |
Base Utility  |PC |
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3.3.1.3 Cluster Identifiers

Identifier | Name

0x0001 | Power Configuration

3.3.2 Server
3.3.2.1 Dependencies

Any endpoint that implements this server cluster SHALL also implement the Basic server cluster.

For the alarm functionality described in this cluster to be operational, any endpoint that implements the
Power Configuration server cluster must also implement the Alarms server cluster (see sub-clause Alarms).

3.3.2.2 Attributes

For convenience, the attributes defined in this specification are arranged into sets of related attributes; each
set can contain up to 16 attributes. Attribute identifiers are encoded such that the most significant three nib-
bles specify the attribute set and the least significant nibble specifies the attribute within the set. The currently
defined attribute sets are listed in Table 3-14.

Table 3-14. Power Configuration Attribute Sets

Attribute Set Identifier | Description
0x000 Mains Information
0x001 Mains Settings
0x002 Battery Information
0x003 Battery Settings
0x004 Battery Source 2 Information
0x005 Battery Source 2 Settings
0x006 Battery Source 3 Information
0x007 Battery Source 3 Settings

3.3.2.2.1 Mains Information Attribute Set
The Mains Information attribute set contains the attributes summarized in Table 3-15.
Table 3-15. Attributes of the Mains Information Attribute Set

Identifier Name Type Range Access Default M/O
0x0000 | mainsVoltage uintl6 | 0x0000 — Oxffff | Read Only - o
3.3.2.2.1.1 MainsVoltage Attribute

The MainsVoltage attribute is 16 bits in length and specifies the actual (measured) RMS voltage (or DC
voltage in the case of a DC supply) currently applied to the device, measured in units of 2000mV.
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3.3.2.2.1.2 MainsFrequency Attribute

The MainsFrequency attribute is 8 bits in length and represents the frequency, in Hertz, of the mains as
determined by the device as follows:

MainsFrequency = 0.5 x measured frequency
Where 2 Hz <= measured frequency <= 506 Hz, corresponding to a MainsFrequency in the range 1 to Oxfd.
The maximum resolution this format allows is 2 Hz.
The following special values of MainsFrequency apply.
0x00 indicates a frequency that is too low to be measured.
Oxfe indicates a frequency that is too high to be measured.
Oxff indicates that the frequency could not be measured.
In the case of a DC supply, this attribute SHALL also have the value zero.
3.3.2.2.2 Mains Settings Attribute Set

The Mains Settings attribute set contains the attributes summarized in Table 3-16.
Table 3-16. Attributes of the Mains Settings Attribute Set

Identifier | Name Type Range Access Default M/O

0x0010 | MainsAlarmMask map8 0b0000 00xx Read Write | 0b0000 0000 | O

0x0011 | MainsVoltageMinThreshold uintl6 | 0x0000 — Oxffff | Read Write 0x0000 0

0x0012 | MainsVoltageMaxThreshold uintl6 | 0x0000 — Oxffff | Read Write Oxffff 0

0x0013 | MainsVoltageDwellTripPoint | uintl6 | 0x0000 — Oxffff | Read Write 0x0000 O

The alarm settings in this table require the Alarms cluster to be implemented on the same device - see De-
pendencies. If the Alarms cluster is not present on the same device they MAY be omitted.

3.3.2.2.2.1 MainsAlarmMask Attribute

The MainsAlarmMask attribute is 8 bits in length and specifies which mains alarms MAY be generated, as
listed in Table 3-17. A 1’ in each bit position enables the alarm.

Table 3-17. Values of the MainsAlarmMask Attribute

MainsAlarmMask
Attribute Bit Number [Alarm Rev
0 Mains Voltage too low (3.3.2.2.2.2) 0
1 Mains Voltage too high (3.3.2.2.2.3) 0
2 Mains power supply lost/unavailable 1
(i.e., device is running on battery)*®

13 CCB 1809 13-0553 ZHA 1.2 Errata
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3.3.2.2.2.2 MainsVoltageMinThreshold Attribute

The MainsVoltageMinThreshold attribute is 16 bits in length and specifies the lower alarm threshold,
measured in units of 100mV, for the MainsVoltage attribute. The value of this attribute SHALL be less than
MainsVoltageMaxThreshold.

If the value of MainsVoltage drops below the threshold specified by MainsVoltageMinThreshold, the device
SHALL start a timer to expire after MainsVoltageDwellTripPoint seconds. If the value of this attribute in-
creases to greater than or equal to MainsVoltageMinThreshold before the timer expires, the device SHALL
stop and reset the timer. If the timer expires, an alarm SHALL be generated.

The Alarm Code field (see 3.11.2.4.1) included in the generated alarm SHALL be 0x00.
If this attribute takes the value Oxffff then this alarm SHALL NOT be generated.
3.3.2.2.2.3 MainsVoltageMaxThreshold Attribute

The MainsVoltageMaxThreshold attribute is 16 bits in length and specifies the upper alarm threshold,
measured in units of 100mV, for the MainsVoltage attribute. The value of this attribute SHALL be greater
than MainsVoltageMinThreshold.

If the value of MainsVoltage rises above the threshold specified by MainsVoltageMaxThreshold, the device
SHALLL start a timer to expire after MainsVoltageDwellTripPoint seconds. If the value of this attribute drops
to lower than or equal to MainsVoltageMaxThreshold before the timer expires, the device SHALL stop and
reset the timer. If the timer expires, an alarm SHALL be generated.

The Alarm Code field (see 3.11.2.4.1) included in the generated alarm SHALL be 0x01.
If this attribute takes the value Oxffff then this alarm SHALL NOT be generated.
3.3.2.2.2.4 MainsVoltageDwellTripPoint Attribute

The MainsVoltageDwellTripPoint attribute is 16 bits in length and specifies the length of time, in seconds
that the value of MainsVoltage MAY exist beyond either of its thresholds before an alarm is generated.

If this attribute takes the value Oxffff then the associated alarms SHALL NOT be generated.
3.3.2.2.3 Battery Information Attribute Set

The Battery Information attribute set contains the attributes summarized in Table 3-18.
Table 3-18. Attributes of the Battery Information Attribute Set

Identifier | Name Type Range Access Default M/O
0x0020 | BatteryVoltage uint8 0x00 — Oxff | Read Only - 0]
0x0021 | BatteryPercentageRemaining uint8 | 0x00 — Oxff Read Only 0 @]

Reportable

Manufacturers SHOULD measure the battery voltage and capacity at a consistent moment (e.g., the moment
of radio transmission (i.e., peak demand)) in order to avoid unnecessary fluctuation in reporting the attribute,
which can confuse users and make them call into question the quality of the device.

Manufacturers SHOULD employ a hysteresis algorithm appropriate for their battery type in order to smooth
battery reading fluctuations and avoid sending multiple battery warning messages when crossing the voltage
thresholds defined for warnings.

3.3.2.2.3.1 BatteryVoltage Attribute

The BatteryVoltage attribute is 8 bits in length and specifies the current actual (measured) battery voltage, in
units of 100mV.
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The value Oxff indicates an invalid or unknown reading.
3.3.2.2.3.2

Specifies the remaining battery life as a half integer percentage of the full battery capacity (e.g., 34.5%, 45%,
68.5%, 90%) with a range between zero and 100%, with 0x00 = 0%, 0x64 = 50%, and 0xC8 = 100%. This is

BatteryPercentageRemaining Attribute

particularly suited for devices with rechargeable batteries.

The value Oxff indicates an invalid or unknown reading.

This attribute SHALL be configurable for attribute reporting.

3.3.2.2.4 Battery Settings Attribute Set
Table 3-19. Attributes of the Battery Settings Attribute Set
Id Name Type Range Access Default M/O
0x0030 | BatteryManufacturer string 0 — 16 bytes Read Write | Empty string| O
0x0031 | BatterySize enum8 0x00 — Oxff Read Write Oxff 0
0x0032 | BatteryAHrRating uintl6é | 0x0000 — Oxffff | Read Write - )
0x0033 | BatteryQuantity uint8 0x00 — Oxff Read Write - 0
0x0034 | BatteryRatedVoltage uint8 0x00 — Oxff Read Write - 0
0x0035 | BatteryAlarmMask map8 0b0000 000x Read Write | 0b0000 0000| O
0x0036 | BatteryVoltageMinThreshold uint8 0x00 — Oxff Read Write 0x0000 0
0x0037 | BatteryVoltageThresholdl uint8 0x00 — Oxff Read*Write 0x00 O
0x0038 | BatteryVoltageThreshold2 uint8 0x00 — Oxff Read*Write 0x00 o]
0x0039 | BatteryVoltageThreshold3 uint8 0x00 — Oxff Read*Write 0x00 o]
0x003a | BatteryPercentageMinThreshold uint8 0x00 — Oxff Read*Write 0x00 o]
0x003b | BatteryPercentageThresholdl uint8 0x00 — Oxff Read*Write 0x00 O
0x003c | BatteryPercentageThreshold2 uint8 0x00 — Oxff Read*Write 0x00 O
0x003d | BatteryPercentageThreshold3 uint8 0x00 — Oxff Read*Write 0x00 0
0x003e | BatteryAlarmState map32 0x00...x Read 0x000...0 O

3.3.2.2.4.1

BatteryManufacturer Attribute

The BatteryManufacturer attribute is a maximum of 16 bytes in length and specifies the name of the battery
manufacturer as a ZigBee character string.

3.3.2.2.4.2 BatterySize Attribute

The BatterySize attribute is an enumeration which specifies the type of battery being used by the device. This
attribute SHALL be set to one of the non-reserved values listed in Table 3-20.
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Table 3-20. Values of the BatterySize Attribute

Attribute Value | Description
0x00 No battery
0x01 Built in
0x02 Other
0x03 AA
0x04 AAA
0x05 C
0x06 D
0x07 CR2 (IEC: CR17355 / ANSI: 5046LC)
0x08 CR123A (IEC: CR17345 / ANSI: 5018LC)
Oxff Unknown
3.3.2.2.4.3 BatteryAHrRating Attribute

The BatteryAHrRating attribute is 16 bits in length and specifies the Ampere-hour rating of the battery,
measured in units of 10mAHr.

3.3.2.2.4.4 BatteryQuantity Attribute

The BatteryQuantity attribute is 8 bits in length and specifies the number of battery cells used to power the
device.

3.3.2.2.4.5 BatteryRatedVoltage Attribute

The BatteryRatedVoltage attribute is 8 bits in length and specifies the rated voltage of the battery being used
in the device, measured in units of 200mV.

3.3.2.2.4.6 BatteryAlarmMask Attribute

The BatteryAlarmMask attribute specifies which battery alarms must be generated, as listed in Table 3-21. A
‘1’ in each bit position enables the alarm.

Table 3-21. Values of the BatteryAlarmMask Attribute

BatteryAlarmMask
Attribute Bit Num-
ber* Description
0 Battery voltage too low to continue operating the device’s radio (i.e.,

BatteryVoltageMinThreshold value has been reached)

1 Battery Alarm 1 (i.e., Battery VVoltage Threshold 1 or Battery Percentage
Threshold 1 value has been reached)

2 Battery Alarm 2 (i.e., Battery VVoltage Threshold 2 or Battery Percentage
Threshold 2 value has been reached)

3 Battery Alarm 3 (i.e., Battery VVoltage Threshold 3 or Battery Percentage
Threshold 3 value has been reached)

Page 3-18 Copyright © 2007-2016, The ZigBee Alliance. All rights reserved.



ZigBee Cluster Library Specification Chapter 3
ZigBee Document — 075123 General

Manufacturers are responsible for determining the capability to sense and levels at which the alarms are
generated. See Section 10.3.2, References, for additional recommendations on measuring battery voltage.

3.3.2.2.4.7 BatteryVoltageMinThreshold Attribute

Specifies the low battery voltage alarm threshold, measured in units of 100mV at which the device can no
longer operate or transmit via its radio (i.e., last gasp).

If the value of BatteryVoltage drops below the threshold specified by BatteryVoltageMinThreshold, an ap-
propriate alarm SHALL be generated and/or the corresponding bit SHALL be updated in the
BatteryAlarmState attribute.

In order to report to Power Configuration clients, servers that implement BatteryVoltageMinThreshold at-
tribute SHALL implement alarming via the Alarm Cluster, attribute reporting via the BatteryAlarmState
attribute, or both.

For servers that implement alarming via the Alarm Cluster, the appropriate alarm is specified in the Alarm
Code field (see 3.11.2.3.1) included in the generated alarm and SHALL be one of the values in Table 3-22.
The host determines which alarm code to populate based on the BatteryAlarmMask attribute and the
BatteryVoltageMinThreshold attribute reached. For example, when the BatteryVoltage attribute reaches the
value specified by the BatteryVoltageMinThreshold attribute, an alarm with the Alarm Code Field Enumer-
ation “0x10” SHALL be generated.

For servers that implement battery alarm reporting via the BatteryAlarmState attribute, the bit corresponding
to the threshold level reached SHALL be set to TRUE. See the BatteryAlarmState attribute details for more
information.

Table 3-22. Alarm Code Field Enumerations for Battery Alarms

Enum Description

0x10 [ BatteryVoltageMinThreshold or BatteryPercentageMinThreshold reached for Battery Source 1

Ox11 |BatteryVoltageThresholdl or BatteryPercentageThresholdl reached for Battery Source 1

0x12 | BatteryVoltageThreshold2 or BatteryPercentageThreshold2 reached for Battery Source 1

0x13 | BatteryVoltageThreshold3 or BatteryPercentageThreshold3 reached for Battery Source 1

0x20 | BatteryVoltageMinThreshold or BatteryPercentageMinThreshold reached for Battery Source 2

0x21 | BatteryVoltageThresholdl or BatteryPercentageThresholdl reached for Battery Source 2

0x22 | BatteryVoltageThreshold2 or BatteryPercentageThreshold2 reached Battery Source 2

0x23 | BatteryVoltageThreshold3 or BatteryPercentageThreshold3 reached Battery Source 2

0x30 | BatteryVoltageMinThreshold or BatteryPercentageMinThreshold reached for Battery Source 3

0x31 | BatteryVoltageThresholdl or BatteryPercentageThresholdl reached for Battery Source 3

0x32 | BatteryVoltageThreshold2 or BatteryPercentageThreshold2 reached Battery Source 3

0x33 | BatteryVoltageThreshold3 or BatteryPercentageThreshold3 reached Battery Source 3
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Enum Description

0x3a | Mains power supply lost/unavailable (i.e., device is running on battery)*

Oxff | Alarm SHALL NOT be generated

3.3.2.2.4.8 BatteryVoltageThreshold 1-3 Attributes
Specify the low voltage alarm thresholds, measured in units of 100mV, for the BatteryVoltage attribute.

If the value of BatteryVoltage drops below the threshold specified by a BatteryVoltageThreshold, an ap-
propriate alarm SHALL be generated and/or the corresponding bit SHALL be updated in the
BatteryAlarmState attribute.

The BatteryVoltageThreshold1-3 attributes SHALL be ordered in ascending order such that the
BatteryVoltage level specified to trigger:

e BatteryVoltageThreshold3 is higher than the level specified to trigger BatteryVoltageThreshold?2
e BatteryVoltageThreshold?2 is higher than the level specified to trigger BatteryVoltageThreshold
e BatteryVoltageThresholdl is higher than the level specified to trigger BatteryVoltageMinThreshold

The appropriate alarm is specified in the Alarm Code field (see 3.11.2.3.1) included in the generated alarm
and SHALL be one of the values in Table 3-22. The host determines which alarm code to populate based on
the BatteryAlarmMask attribute and the BatteryVoltageThreshold1-3 attribute reached.

If this attribute takes the value Oxff then this alarm SHALL NOT be generated.
3.3.2.2.4.9 BatteryPercentageMinThreshold Attribute

Specifies the low battery percentage alarm threshold, measured in percentage (i.e., zero to 100%), for the
BatteryPercentageRemaining attribute (see sub-clause 3.3.2.2.3.2).

If the value of BatteryPercentageRemaining drops below the threshold specified by a
BatteryPercentageThreshold, an appropriate alarm SHALL be generated.

The appropriate alarm is specified in the Alarm Code field (see 3.11.2.3.1) included in the generated alarm
and SHALL be the value in Table 3-22 that corresponds with this threshold being reached for a given battery
source. The host determines which alarm code to populate based on the BatteryAlarmMask attribute.

If this attribute takes the value Oxff then this alarm SHALL NOT be generated.
3.3.2.2.4.10 BatteryPercentageThreshold 1-3 Attributes

Specify the low battery percentage alarm thresholds, measured in percentage (i.e., zero to 100%), for the
BatteryPercentageRemaining attribute (see sub-clause 3.3.2.2.3.2).

If the value of BatteryPercentageRemaining drops below the threshold specified by a
BatteryPercentageThreshold, an appropriate alarm SHALL be generated.

The BatteryPercentageThreshold1-3 attributes SHALL be ordered in ascending order such that the
BatteryPercentageRemaining level specified to trigger:

o BatteryPercentageThreshold3 is higher than the level specified to trigger BatteryPercentageThreshold?2
o BatteryPercentageThreshold? is higher than the level specified to trigger BatteryPercentageThreshold

e BatteryPercentageThresholdl is higher than the level specified to trigger
BatteryPercentageMinThreshold

4 CCB 1809 13-0553 ZHA 1.2 Errata
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The appropriate alarm is specified in the Alarm Code field (see 3.11.2.3.1) included in the generated alarm
and SHALL be one of the values in Table 3-22. The host determines which alarm code to populate based on
the BatteryAlarmMask attribute and the BatteryPercentageThreshold1-3 attribute reached.

If this attribute takes the value Oxff then this alarm SHALL NOT be generated.
3.3.2.2.4.11 BatteryAlarmState Attribute

Specifies the current state of the device's battery alarms. This attribute provides a persistent record of a de-
vice's battery alarm conditions as well as a mechanism for reporting changes to those conditions, including
the elimination of battery alarm states (e.g., when a battery is replaced).

If implemented, the server SHALL support attribute reporting for BatteryAlarmState attribute. This provides
clients with a mechanism for reading the current state in case they missed the initial attribute report and also
reduces network and battery use due to repeated polling of this attribute when it has not changed. It also
provides a way of notifying clients when battery alarm conditions no longer exist (e.g., when the batteries
have been replaced).

Table 3-23. BatteryAlarmState Enumerations

Bit Description

0 BatteryVoltageMinThreshold or BatteryPercentageMinThreshold reached for Battery Source 1

1 BatteryVoltageThreshold1 or BatteryPercentageThresholdl reached for Battery Source 1

2 BatteryVoltageThreshold2 or BatteryPercentageThreshold2 reached for Battery Source 1

3 BatteryVoltageThreshold3 or BatteryPercentageThreshold3 reached for Battery Source 1

10 BatteryVoltageMinThreshold or BatteryPercentageMinThreshold reached for Battery Source 2

11 BatteryVoltageThresholdl or BatteryPercentageThresholdl reached for Battery Source 2

12 BatteryVoltageThreshold2 or BatteryPercentageThreshold2 reached Battery Source 2

13 BatteryVoltageThreshold3 or BatteryPercentageThreshold3 reached Battery Source 2

20 BatteryVoltageMinThreshold or BatteryPercentageMinThreshold reached for Battery Source 3

21 BatteryVoltageThresholdl or BatteryPercentageThresholdl reached for Battery Source 3

22 BatteryVoltageThreshold2 or BatteryPercentageThreshold2 reached Battery Source 3

23 BatteryVoltageThreshold3 or BatteryPercentageThreshold3 reached Battery Source 3

30 Mains power supply lost/unavailable (i.e., device is running on battery)™

Manufacturers are responsible for determining the capability to sense and levels at which the alarms are
generated. See 3.3.2.2.3 for additional recommendations on measuring battery voltage.

15 CCB 1809 13-0553 ZHA 1.2 Errata
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3.3.2.2.5 Battery Information 2 Attribute Set

This attribute set is an exact replica of all the attributes, commands, and behaviors contained within the
Battery Information Attribute Set and provides a host with the ability to represent battery information for a
secondary battery bank or cell.

3.3.2.2.6 Battery Settings 2 Attribute Set

This attribute set is an exact replica of all the attributes, commands, and behaviors contained within the
Battery Settings Attribute Set and provides a host with the ability to represent battery settings for a secondary
battery bank or cell.

3.3.2.2.7 Battery Information 3 Attribute Set

This attribute set is an exact replica of all the attributes, commands, and behaviors contained within the
Battery Information Attribute Set and provides a host with the ability to represent battery information for a
tertiary battery bank or cell.

3.3.2.2.8 Battery Settings 3 Attribute Set

This attribute set is an exact replica of all the attributes, commands, and behaviors contained within the
Battery Settings Attribute Set and provides a host with the ability to represent battery settings for a tertiary
battery bank or cell. Commands Received

3.3.2.3 Commands Received

No commands are received by the server.

3.3.24 Commands Generated

The server generates no commands.

3.3.3 Client

The client has no dependencies or cluster specific attributes. There are no cluster specific commands that are
generated or received by the client

3.4 Device Temperature Configuration

3.4.1 Overview

Please see Chapter 2 for a general cluster overview defining cluster architecture, revision, classification,
identification, etc.

Attributes for determining information about a device’s internal temperature, and for configuring under/over
temperature alarms for temperatures that are outside the device's operating range.

Page 3-22 Copyright © 2007-2016, The ZigBee Alliance. All rights reserved.



ZigBee Cluster Library Specification
ZigBee Document — 075123

Chapter 3
General

3.4.1.1 Revision History

Rev | Description

1 | global mandatory ClusterRevision attribute added

3.4.1.2 Classification

Hierarchy Role PICS Code
Base Utility DTMP

3.4.1.3 Cluster Identifiers

Identifier | Name

0x0002 | Device Temperature Configuration

3.4.2 Server
3.4.2.1 Dependencies

For the alarm functionality described in this cluster to be operational, any endpoint that implements the
Device Temperature Configuration server cluster SHALL also implement the Alarms server cluster (see

3.11).

3.4.2.2 Attributes

For convenience, the attributes defined in this specification are arranged into sets of related attributes; each
set can contain up to 16 attributes. Attribute identifiers are encoded such that the most significant three nib-
bles specify the attribute set and the least significant nibble specifies the attribute within the set. The currently

defined attribute sets are listed in Table 3-24.

Table 3-24. Device Temperature Configuration Attribute Sets

Attribute Set Iden-
tifier Description
0x000 Device Temperature Information
0x001 Device Temperature Settings

3.4.2.2.1 Device Temperature Information Attribute Set

The Device Temperature Information attribute set contains the attributes summarized in Table 3-25.

Table 3-25. Device Temperature Information Attribute Set

Id Name Type Range Access Def M/O
0x0000 | CurrentTemperature intl6 | -200 to +200 Read Only - M
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Id Name Type |Range Access Def M/O
0x0001 [ MinTempExperienced intl6 -200 to +200 Read Only - 0
0x0002 | MaxTempExperienced intl6 -200 to +200 Read Only - 0
0x0003 | OverTempTotalDwell uintlé [ 0x0000 — Oxffff Read Only 0 0
3.4.2.2.1.1 CurrentTemperature Attribute

The CurrentTemperature attribute is 16 bits in length and specifies the current internal temperature, in de-
grees Celsius, of the device. This attribute SHALL be specified in the range —200 to +200.

The value Oxffff indicates an invalid reading.
3.4.2.2.1.2 MinTempExperienced Attribute

The MinTempExperienced attribute is 16 bits in length and specifies the minimum internal temperature, in
degrees Celsius, the device has experienced while powered. This attribute SHALL be specified in the range
—200 to +200.

The value Oxffff indicates an invalid reading.
3.4.2.2.1.3 MaxTempExperienced Attribute

The MaxTempExperienced attribute is 16 bits in length and specifies the maximum internal temperature, in
degrees Celsius, the device has experienced while powered. This attribute SHALL be specified in the range
—200 to +200.

The value Oxffff indicates an invalid reading.
3.4.2.2.1.4 OverTempTotalDwell Attribute

The OverTempTotalDwell attribute is 16 bits in length and specifies the length of time, in hours; the device
has spent above the temperature specified by the HighTempThreshold attribute 3.4.2.2.2.3, cumulative over
the lifetime of the device.

The value Oxffff indicates an invalid time.

3.4.2.2.2 Device Temperature Settings Attribute Set

The Device Temperature Settings attribute set contains the attributes summarized in Table 3-26.
Table 3-26. Device Temperature Settings Attribute Set

Id [Name Type Range Acc Default M/O
0x0010 | peviceTempAlarmMask map8 0b0000 00xx RW 0b0000 0000 0
0x0011 |} owTempThreshold int16 -200 to +200 RW - 0
0x0012 HighTempThreshold intl6 -200 to +200 RW - (0]
0x0013 || owTempDwellTripPoint uint24 0x000000 — Oxffffff RW - 0
0x0014 | HighTempDwellTripPoint | Uint24 0x000000 — Oxffffff | Ry - o
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All attributes in this table require the Alarms cluster to be implemented on the same device - see Depend-
encies. If the Alarms cluster is not present on the same device they MAY be omitted.

3.4.2.2.2.1 DeviceTempAlarmMask Attribute

The DeviceTempAlarmMask attribute is 8 bits in length and specifies which alarms MAY be generated, as
listed in Table 3-27. A ‘1’ in each bit position enables the corresponding alarm.

Table 3-27. Values of the DeviceTempAlarmMask Attribute

Attribute Bit Number [Alarm

0 Device Temperature too low
1 Device Temperature too high
3.4.2.2.2.2 LowTempThreshold Attribute

The LowTempThreshold attribute is 16 bits in length and specifies the lower alarm threshold, measured in
degrees Celsius (range -200°C to 200°C), for the CurrentTemperature attribute. The value of this attribute
SHALL be less than HighTempThreshold.

If the value of CurrentTemperature drops below the threshold specified by LowTempThreshold, the device
SHALL start a timer to expire after LowTempDwellTripPoint seconds. If the value of this attribute increases
to greater than or equal to LowTempThreshold before the timer expires, the device SHALL stop and reset the
timer. If the timer expires, an alarm SHALL be generated.

The Alarm Code field (see 3.11.2.4.1) included in the generated alarm SHALL be 0x00.
If this attribute takes the value 0x8000 then this alarm SHALL NOT be generated.
3.4.2.2.2.3 HighTempThreshold Attribute

The HighTempThreshold attribute is 16 bits in length and specifies the upper alarm threshold, measured in
degrees Celsius (range -200°C to 200°C), for the CurrentTemperature attribute. The value of this attribute
SHALL be greater than LowTempThreshold.

If the value of CurrentTemperature rises above the threshold specified by HighTempThreshold, the device
SHALL start a timer to expire after HighTempDwellTripPoint seconds. If the value of this attribute drops to
lower than or equal to HighTempThreshold before the timer expires, the device SHALL stop and reset the
timer. If the timer expires, an alarm SHALL be generated.

The Alarm Code field (see 3.11.2.4.1) included in the generated alarm SHALL be 0x01.
If this attribute takes the value 0x8000 then this alarm SHALL NOT be generated.
3.4.2.2.2.4 LowTempDwellTripPoint Attribute

The LowTempDwellTripPoint attribute is 24 bits in length and specifies the length of time, in seconds, that
the value of CurrentTemperature MAY exist below LowTempThreshold before an alarm is generated.

If this attribute takes the value Oxffffff then this alarm SHALL NOT be generated.
3.4.2.2.2.5 HighTempDwellTripPoint Attribute

The HighTempDwellTripPoint attribute is 24 bits in length and specifies the length of time, in seconds, that
the value of CurrentTemperature MAY exist above HighTempThreshold before an alarm is generated.

If this attribute takes the value Oxffffff then this alarm SHALL NOT be generated.
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3423 Commands Received

No commands are received by the server.

3424 Commands Generated

The server generates no commands.

3.4.3 Client

The client has no dependencies or cluster specific attributes. There are no cluster specific commands that are
generated or received by the client.

3.5 Identify

3.5.1 Overview

Please see Chapter 2 for a general cluster overview defining cluster architecture, revision, classification,
identification, etc.

Attributes and commands to put a device into an Identification mode (e.g., flashing a light), that indicates to
an observer — e.g., an installer - which of several devices it is, also to request any device that is identifying
itself to respond to the initiator.

Note that this cluster cannot be disabled, and remains functional regardless of the setting of the DeviceEnable
attribute in the Basic cluster.

3.5.1.1 Revision History

Rev | Description

1 | global mandatory ClusterRevision attribute added

3.5.1.2 Classification

Hierarchy Role PICS Code

Base Utility

3.5.1.3 Cluster Identifiers

Identifier | Name

0x0003 | Identify

3.5.2 Server
3.5.2.1 Dependencies

None
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3.5.2.2 Attributes

The server supports the attribute shown in Table 3-28.
Table 3-28. Attributes of the Identify Server Cluster

Identifier | Name Type |[Range Access Default M/O

0x0000 | IdentifyTime uintl6 | 0x0000 — OxfFfff Read Write | ox0000 M

3.5.2.2.1 IdentifyTime Attribute

The IdentifyTime attribute specifies the remaining length of time, in seconds, that the device will continue to
identify itself.

If this attribute is set to a value other than 0x0000 then the device SHALL enter its identification procedure,
in order to indicate to an observer which of several devices it is. It is recommended that this procedure con-
sists of flashing a light with a period of 0.5 seconds. The IdentifyTime attribute SHALL be decremented every
second.

If this attribute reaches or is set to the value 0x0000 then the device SHALL terminate its identification
procedure.
3.5.2.3 Commands Received

The server side of the identify cluster is capable of receiving the commands listed in Table 3-29.
Table 3-29. Received Command IDs for the Identify Cluster

Command ldentifier Description M/O
0x00 Identify M
0x01 Identify Query
0x40 Trigger effect @]

3.5.2.3.1 Identify Command

The identify command starts or stops the receiving device identifying itself.

3.5.2.3.1.1 Payload Format

The identify query response command payload SHALL be formatted as illustrated in Figure 3-6.
Figure 3-6. Format of Identify Query Response Command Payload

Octets 2
Data Type uint16
o N Identify Time
3.5.2.3.1.2 Effect on Receipt

On receipt of this command, the device SHALL set the IdentifyTime attribute to the value of the ldentify
Time field. This then starts, continues, or stops the device's identification procedure as detailed in 3.5.2.2.1.
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3.5.2.3.2

Identify Query Command

The identify query command allows the sending device to request the target or targets to respond if they are
currently identifying themselves.

This command has no payload.
3.5.2.3.2.1

On receipt of this command, if the device is currently identifying itself then it SHALL generate an appro-
priate Identify Query Response command, see 3.5.2.4.1 and unicast it to the requestor. If the device is not
currently identifying itself it SHALL take no further action.

3.5.2.3.3

The Trigger Effect command allows the support of feedback to the user, such as a certain light effect. It is
used to allow an implementation to provide visual feedback to the user under certain circumstances such as a
color light turning green when it has successfully connected to a network. The use of this command and the
effects themselves are entirely up to the implementer to use whenever a visual feedback is useful but it is not

Effect on Receipt

Trigger Effect Command

the same as and does not replace the identify mechanism used during commissioning.

The payload of this command SHALL be formatted as illustrated in Figure 3-7.

3.5.2.3.3.1

Figure 3-7. Format of the Trigger Effect Command

Octets 1 1
Field Name | Effect identifier | Effect variant

Effect Identifier Field

The Effect Identifier field is 8-bits in length and specifies the identify effect to use. This field SHALL contain
one of the nonreserved values listed in Table 3-30.

Table 3-30. Values of the Effect Identifier Field of the Trigger Effect Command

Effect Identifier | Effect™ Notes
Field Value

0x00 Blink e.g., Light is turned on/off once.

0x01 Breathe e.g., Light turned on/off over 1 second and repeated 15 times.

0x02 Okay e.g., Colored light turns green for 1 second; noncolored light flashes
twice.

0x0b Channel change | e.g., Colored light turns orange for 8 seconds; noncolored light
switches to maximum brightness for 0.5s and then minimum
brightness for 7.5s.

Oxfe Finish effect Complete the current effect sequence before terminating. e.g., if in
the middle of a breathe effect (as above), first complete the current 1s
breathe effect and then terminate the effect.

Oxff Stop effect Terminate the effect as soon as possible.

'S Implementers SHOULD indicate during testing how they handle each effect.

Page 3-28

Copyright © 2007-2016, The ZigBee Alliance. All rights reserved.




ZigBee Cluster Library Specification Chapter 3
ZigBee Document — 075123 General

3.5.2.3.3.2 Effect Variant Field

The effect variant field is 8-bits in length and is used to indicate which variant of the effect, indicated in the
effect identifier field, SHOULD be triggered. If a device does not support the given variant, it SHALL use the
default variant. This field SHALL contain one of the non-reserved values listed in Table 3-31.

Table 3-31. Values of the Effect Variant Field of the Trigger Effect Command

Effect Variant Field Value | Description

0x00 Default

3.5.2.3.3.3 Effect on Receipt

On receipt of this command, the device SHALL execute the trigger effect indicated in the Effect Identifier
and Effect Variant fields. If the Effect Variant field specifies a variant that is not supported on the device, it
SHALL execute the default variant.

3.5.24 Commands Generated
The server side of the identify cluster is capable of generating the commands listed in Table 3-32.
Table 3-32. Generated Command IDs for the Identify Cluster

Command ldentifier Field
Value Description M/O

0x00 Identify Query Response M

3.5.2.4.1 Identify Query Response Command

The identify query response command is generated in response to receiving an Identify Query command, see
3.5.2.3.2, in the case that the device is currently identifying itself.

3.5.2.4.1.1 Payload Format
The identify query response command payload SHALL be formatted as illustrated in Figure 3-8.
Figure 3-8. Format of Identify Query Response Command Payload

Octets 2
Data Type uint16
Field Name Timeout
3.5.2.4.1.2 Timeout Field

The Timeout field contains the current value of the IdentifyTime attribute, and specifies the length of time, in
seconds, that the device will continue to identify itself.

3.5.2.4.1.3 Effect on Receipt

On receipt of this command, the device is informed of a device in the network which is currently identifying
itself. This information MAY be particularly beneficial in situations where there is no commissioning tool.
Note that there MAY be multiple responses.

Copyright © 2007-2016, The ZigBee Alliance. All rights reserved. Page 3-29



Chapter 3 ZigBee Cluster Library Specification
General ZigBee Document — 075123

3.5.3 Client

The client has no cluster specific attributes. The client generates the cluster specific commands detailed in
3.5.2.3, as required by the application. The client receives the cluster specific response commands detailed in
3.5.2.4.

3.6 Groups

3.6.1 Overview

Please see Chapter 2 for a general cluster overview defining cluster architecture, revision, classification,
identification, etc.

The ZigBee specification provides the capability for group addressing. That is, any endpoint on any device
MAY be assigned to one or more groups, each labeled with a 16-bit identifier (0x0001 — 0xfff7), which acts
for all intents and purposes like a network address. Once a group is established, frames, sent using the
APSDE-DATA.request primitive and having a DstAddrMode of 0x01, denoting group addressing, will be
delivered to every endpoint assigned to the group address named in the DstAddr parameter of the outgoing
APSDE-DATA.request primitive on every device in the network for which there are such endpoints.

Management of group membership on each device and endpoint is implemented by the APS, but the
over-the-air messages that allow for remote management and commissioning of groups are defined here in
the cluster library on the theory that, while the basic group addressing facilities are integral to the operation of
the stack, not every device will need or want to implement this management cluster. Furthermore, the
placement of the management commands here allows developers of proprietary profiles to avoid imple-
menting the library cluster but still exploit group addressing.

Commands are defined here for discovering the group membership of a device, adding a group, removing a
group and removing all groups.

Finally, the group cluster allows application entities to store a name string for each group to which they are
assigned and to report that name string in response to a client request.

Note that configuration of group addresses for outgoing commands is achieved using the APS binding
mechanisms, and is not part of this cluster.

As Groupcasts are made on a broadcast to all devices for which macRxOnWhenldle = TRUE, sleeping end
devices will not be able to benefit from the features of the Groups and Scenes server Cluster. For example, a
door lock which would typically be a sleeping end device would not be able to receive the datagrams required
to commission a scene or change for example, to a night scene. It is therefore not Mandatory but only optional
to support the Groups and Scenes Server cluster if the device is a Sleeping end device (even when listed as
Mandatory).

3.6.1.1 Revision History

Rev | Description

1 | global mandatory ClusterRevision attribute added; CCB 1745 2100

3.6.1.2 Classification

Hierarchy Role PICS Code

Base Utility G
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3.6.1.3 Cluster Identifiers

Identifier | Name

0x0004 | Groups

3.6.1.4 Security

In order to ensure that only authorized devices are able to set up groups (particularly if application link keys
are to be used) the following approach SHOULD be employed. The security Permissions Configuration
Table (see [Z1]) provides a mechanism by which certain commands can be restricted to specified authorized
devices. Configuration of groups via the Groups cluster SHOULD use the ApplicationSettings permissions
entry of this table to specify from which devices group configuration commands MAY be received, and
whether a link key is required.

3.6.2 Server

Each ZigBee device that implements this cluster MAY be thought of as a group management server in the
sense that it responds to information requests and configuration commands regarding the contents of its
group table.

Note that, since these commands are simply data frames sent using the APSDE_SAP, they must be addressed
with respect to device and endpoint. In particular the destination device and endpoint of a group management
command must be unambiguous at the time of the issuance of the primitive either because:

1. They are explicitly spelled out in the DstAddr and DstEndpoint parameters of the primitive.

2. They are not explicitly spelled out but MAY be derived from the binding table in the APS of the
sending device.

3. Broadcast addressing is being employed, either with respect to the device address or the endpoint
identifier.

4. Group addressing is being employed.

On receipt of a group cluster command, the APS will, at least conceptually, deliver the frame to each des-
tination endpoint spelled out in the addressing portion of the APS header and, again conceptually speaking,
the application entity resident at that endpoint will process the command and respond as necessary. From an
implementation standpoint, of course, this MAY be done in a more economical way that does not involve
duplication and separate processing, e.g., by providing a hook in the APS whereby group cluster commands
could be delivered to a special application entity without duplication.

3.6.2.1 Dependencies

For correct operation of the 'Add group if identifying' command, any endpoint that implements the Groups
server cluster SHALL also implement the Identify server cluster.

3.6.2.2 Attributes

The server supports the attribute shown in Table 3-33.

Table 3-33. Attributes of the Groups Server Cluster

Identifier Name Type Range Access Default M/O

0x0000  |NameSupport map8 x0000000 Read Only - M
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3.6.2.2.1 NameSupport Attribute

The most significant bit of the NameSupport attribute indicates whether or not group names are supported. A
value of 1 indicates that they are supported, and a value of 0 indicates that they are not supported.

3.6.2.2.2 Group Names

Group names are between 0 and 16 characters long. Support of group names is optional, and is indicated by
the NameSupport attribute. Group names, if supported, must be stored in a separate data structure managed
by the application in which the entries correspond to group table entries.

3.6.2.3 Commands Received

The groups cluster is concerned with management of the group table on a device. In practice, the group table
is managed by the APS and the table itself is available to the next higher layer as an AIB attribute. A com-
mand set is defined here and the implementation details of that command set in terms of the facilities pro-
vided by the APS is left up to the implementer of the cluster library itself.

The server side of the groups cluster is capable of receiving the commands listed in Table 3-34.

Table 3-34. Received Command IDs for the Groups Cluster

Command ldentifier
Field Value Description M/O
0x00 Add group M
0x01 View group M
0x02 Get group membership M
0x03 Remove group M
0x04 Remove all groups M
0x05 Add group if identifying M

3.6.2.3.1 Generic Usage Notes

On receipt of the Add Group, View Group, or Remove Group command frames via the groupcast or broadcast
transmission service, no response SHALL be given.

3.6.2.3.2 Add Group Command

The Add Group command allows the sending device to add group membership in a particular group for one
or more endpoints on the receiving device.

3.6.2.3.2.1 Payload Format
The Add Group command payload SHALL be formatted as illustrated in Figure 3-9.
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Figure 3-9. Format of the Add Group Command Payload

Octets 2 Variable
Data Type uintl6 string
Field Name Group ID Group Name
3.6.2.3.2.2 Effect on Receipt

On receipt of this command, the device SHALL (if possible) add the Group ID and Group Name to its Group
Table. If Group Name is not supported, the Group Name field SHALL be ignored. Except for the restrictions |
listed in 3.6.2.3.1, the device SHALL then generate an appropriate Add Group Response command indi-
cating success or failure. See 3.6.2.4.1.

3.6.2.3.3 View Group Command

The view group command allows the sending device to request that the receiving entity or entities respond
with a view group response command containing the application name string for a particular group.

3.6.2.3.3.1 Payload Format
The View Group command payload SHALL be formatted as illustrated in Figure 3-10:
Figure 3-10. Format of the View Group Command Payload

Octets 2
Data Type uint16
Field Name Group ID
3.6.2.3.3.2 Effect on Receipt

Except for the restrictions listed in 3.6.2.3.1, the device, on receipt of this command, SHALL generate an
appropriate View Group Response command 3.6.2.4.2.

3.6.2.3.4 Get Group Membership Command

The get group membership command allows the sending device to inquire about the group membership of the
receiving device and endpoint in a number of ways.

3.6.2.3.4.1 Payload Format
The get group membership command payload SHALL be formatted as illustrated in Figure 3-11.
Figure 3-11. Format of Get Group Membership Command Payload

Octets 1 Variable
Data Type uint8 List of 16-bit integers
Field Name Group count Group list
3.6.2.3.4.2 Effect on Receipt

On receipt of the get group membership command, each receiving entity SHALL respond with group
membership information using the get group membership response frame as follows:
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If the group count field of the command frame has a value of 0 indicating that the group list field is empty, the
entity SHALL respond with all group identifiers of which the entity is a member.

If the group list field of the command frame contains at least one group of which the entity is a member, the
entity SHALL respond with each entity group identifier that match a group in the group list field.

If the group count is non-zero, and the group list field of the command frame does not contain any group of
which the entity is a member, the entity SHALL only respond if the command is unicast. The response
SHALL return a group count of zero."’

3.6.2.3.5 Remove Group Command

The remove group command allows the sender to request that the receiving entity or entities remove their
membership, if any, in a particular group.

Note that if a group is removed the scenes associated with that group SHOULD be removed.
3.6.2.3.5.1 Payload Format
The Remove Group command payload SHALL be formatted as illustrated in Figure 3-12.

Figure 3-12. Format of the Remove Group Command Payload

Octets 2
Data Type uint16
Field Name Group ID
3.6.2.3.5.2 Effect on Receipt

On receipt of this command, the device SHALL (if possible) remove the Group 1D and Group Name from its
Group Table. Except for the restrictions listed in 3.6.2.3.1, the device SHALL then generate an appropriate
Remove Group Response command indicating success or failure. See 3.6.2.4.4.

3.6.2.3.6 Remove All Groups Command

The remove all groups command allows the sending device to direct the receiving entity or entities to remove
all group associations.

Note that removing all groups necessitates the removal of all associated scenes as well. (Note: scenes not
associated with a group need not be removed).

3.6.2.3.6.1 Payload Format
The Remove All Groups command has no payload.
3.6.2.3.6.2 Effect on Receipt

On receipt of this command, the device SHALL remove all groups on this endpoint from its Group Table.

3.6.2.3.7 Add Group If Identifying Command

The add group if identifying command allows the sending device to add group membership in a particular
group for one or more endpoints on the receiving device, on condition that it is identifying itself. Identifying
functionality is controlled using the identify cluster, (see 3.5).

This command might be used to assist configuring group membership in the absence of a commissioning
tool.

3.6.2.3.7.1 Payload Format
The Add Group If Identifying command payload SHALL be formatted as illustrated in Figure 3-13.

7.CCB 2100
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Figure 3-13. Add Group If Identifying Command Payload

Octets 2 Variable
Data Type uintl6 string
Field Name Group ID Group Name
3.6.2.3.7.2 Effect on Receipt

On receipt of this command, the device SHALL first check whether it is currently identifying itself. If so then
the device SHALL (if possible) add the Group ID and Group Name to its Group Table. If the device it not
currently identifying itself then no action SHALL be taken.

No response is defined as this command is EXPECTED to be multicast or broadcast.

3.6.24 Commands Generated

The commands generated by the server side of the group cluster, as listed in Table 3-35, are responses to the
received commands listed in sub-clause 3.6.2.3.

Table 3-35. Generated Command IDs for the Groups Cluster

Command ldentifier
Field Value Description M/O
0x00 Add group response M
0x01 View group response M
0x02 Get group membership response M
0x03 Remove group response M

Note: There is no need for a response to the Remove all Groups command, as, at an application level, this
command always succeeds.

3.6.2.4.1 Add Group Response Command

The add group response is sent by the groups cluster server in response to an add group command.
3.6.2.4.1.1 Payload Format

The Add Group Response command payload SHALL be formatted as illustrated in Figure 3-14.
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Figure 3-14. Format of the Add Group Response Command Payload

Octets 1 2
Data Type enums uint16
Field Name Status Group ID
3.6.2.4.1.2 When Generated

This command is generated in response to a received Add Group command. The Status field is set to
SUCCESS, DUPLICATE_EXISTS, or INSUFFICIENT_SPACE as appropriate. The Group ID field is set to
the Group ID field of the received Add Group command.

3.6.2.4.2 View Group Response Command

The view group response command is sent by the groups cluster server in response to a view group command.
3.6.2.4.2.1 Payload Format

The View Group Response command payload SHALL be formatted as illustrated in Figure 3-15.

Figure 3-15. Format of the View Group Response Command Payload

Octets 1 2 Variable
Data Type enuma8 uintl6 string
Field Name Status Group ID Group Name
3.6.2.4.2.2 When Generated

This command is generated in response to a received View Group command. The Status field is set to
SUCCESS or NOT_FOUND as appropriate. The Group ID field is set to the Group ID field of the received
View Group command. If the status is SUCCESS, and group names are supported, the Group Name field is
set to the Group Name associated with that Group ID in the Group Table; otherwise it is set to the null
(empty) string, i.e., a single octet of value 0.

3.6.2.4.3 Get Group Membership Response Command

The get group membership response command is sent by the groups cluster server in response to a get group
membership command.

3.6.2.4.3.1 Payload Format
The payload of the get group membership response command is formatted as shown in Figure 3-16.

Figure 3-16. Format of the Get Group Membership Response Command Payload

Octets 1 1 Variable
Data Type uint8 uint8 List of 16-bit group ID
Field Name Capacity Group count Group list

The fields of the get group membership response command have the following semantics:
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The Capacity field SHALL contain the remaining capacity of the group table of the device. The following

values apply:

0 No further groups MAY be added.

0 < Capacity < Oxfe Capacity holds the number of groups that MAY be added

Oxfe At least 1 further group MAY be added (exact number is unknown)
Oxff It is unknown if any further groups MAY be added

The Group count field SHALL contain the number of groups contained in the group list field.

The Group list field SHALL contain the identifiers either of all the groups in the group table (in the case
where the group list field of the received get group membership command was empty) or all the groups from
the group list field of the received get group membership command which are in the group table. If the total
number of groups will cause the maximum payload length of a ZigBee frame to be exceeded, then the Group

list field shall contain only as many groups as will fit®,

3.6.2.4.3.2 When Generated
See Get Group Membership Command 3.6.2.3.4.2 Effect on Receipt.”

3.6.2.4.4 Remove Group Response Command

The remove group response command is generated by an application entity in response to the receipt of a

remove group command.

3.6.2.4.4.1 Payload Format

The Remove Group Response command payload SHALL be formatted as illustrated in Figure 3-17.

Figure 3-17. Format of Remove Group Response Command Payload

Octets 1 2
Data Type enums uint16
Field Name Status Group ID
3.6.2.4.4.2 When Generated

This command is generated in response to a received Remove Group command. The Status field is set to
SUCCESS or NOT_FOUND as appropriate. The Group ID field is set to the Group ID field of the received

Remove Group command.

3.6.3 Client

The Client cluster has no cluster specific attributes. The client generates the cluster specific commands de-

tailed in 3.6.2.3. The client receives the cluster specific response commands detailed in 3.6.2.4.

3.7 Scenes

3.7.1 Overview

Please see Chapter 2 for a general cluster overview defining cluster architecture, revision, classification,

identification, etc.

18 CCB 1745
% CCB 2100
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The scenes cluster provides attributes and commands for setting up and recalling scenes. Each scene corre-
sponds to a set of stored values of specified attributes for one or more clusters on the same end point as the
scenes cluster.

In most cases scenes are associated with a particular group ID. Scenes MAY also exist without a group, in
which case the value 0x0000 replaces the group ID. Note that extra care is required in these cases to avoid a
scene ID collision, and that commands related to scenes without a group MAY only be unicast, i.e., they
MAY not be multicast or broadcast.

3.7.1.1 Revision History

Rev | Description

1 | global mandatory ClusterRevision attribute added; CCB 1745

3.7.1.2 Classification

Hierarchy Role PICS Code Primary Transaction

Base Application | S Type 1 (client to server)

3.7.1.3 Cluster Identifiers

Identifier | Name

0x0005 | Scenes

3.7.2 Server
3.7.2.1 Dependencies

Any endpoint that implements the Scenes server cluster SHALL also implement the Groups server cluster.

3.7.2.2 Attributes

For convenience, the attributes defined in this specification are arranged into sets of related attributes; ea